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Abstract: Tracing IP packets back to their origins is an important scheme to defend against denial-of-service
(DoS) and distributed-Dos (DDoS) attacks. Mainly, two kinds of IP Traceback schemes have been proposed.
One is a packet marking scheme which each routers marks their ID into packets. The other is a packet
logging scheme which each router logs the digest of the forwarded packets. Recently, hybrid IP Traceback
scheme, which makes up for shortcomings of above two schemes, has been proposed. By this hybrid scheme,
the overhead on routers can be reduces compared to the conventional scheme. However, due to marking and
logging for DDoS attacks, the hybrid scheme still causes much overhead and that router near victim server
have a lots of burden. In this paper, we propose IP Traceback scheme which uses Exclusive-OR and prob-
abilistic packet marking to reduce burden on routers with achieving high traceback success rate compared
with conventional schemes. By computer simulation, we evaluate a traceback success rate, a ratio that how
many each router does his job to forwarding packet and packet numbers to which each router does his job.
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£ 1 kHEMSELLED P(1 - P)F Offi
Table 1 The value of P(1 — P)* as k changed.
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Fig. 6 Traceback success rate for setting attackers in depth
from 2 to 20.

ZRT. FM L= ANy ZEIIEE, BB I 2L —
TarvEBYRL, WERAMDPLEESNIT v M8
WLV - e ECE N EE Y I 2L - 3 v
BoBELEET .

4.2 YL TULITHEEPICHTSE L — XNy TRINE
DFH

ERFGFATHAH HIT &, #EHA 31131208
ey M LTI RTONL—F P EITSH . Ldo
T, ML —ANNy 7RG HE E, 2RI12100%TH 5.
FIT, RECIHIRESTX 32 33D =21y 7k
DIFRIZO W TR G,

B 6 12IRE AR 32 L 33 12BVWTH YT U IHERP
EEALEEGAICBUT L ML — ANy 7 ORI E IR
. 22T, M6 ? 500,000 & 100,000 (AL S
MEERT . R A MR 1,000 HIZEEE L TW 720,
500,000 13 5B A N 2B v N & 500 i, F 7o
100,000 (Z K HER A P2 SN » b % 100 A B L
EHAETHALIERRT. WARNEDIIH VT v I
P ANS VAL, FoRBOMIEELs /S v Mk LT
fibhd, FL—=ANy 7R B LA, ZLT, v
T THERP AN 01~0212%05 T RTO)—F )8
o M LTUHEZIT2A L9122, PL—ANy 7
BIEEAH 100% 12 Z L TWaD, ZDfk, 3.2 TIET
NRTDON—F PWMIEITH 2 EDTE B 20D RICHIIR
100% % ZEH L T 5755, J73K 3.3 TIPS SRR T
LTWa, ZhUE, 7)) VR PFEL kb E LD
2, BUERA NEEO N — D5561287 » Mk LT
ZLTLEW, HERZ MEBEOL—FIFUIEEITH) T &
HTEY, BIFEPMETLTWDEEEZLNS.

T/, B 7T ICHEARZ D 1,000 HEES 2~15 ICHE
LAl BIFs ML —ANy ZELRT. 22T
7 ® 100,000 & 50,000 (ZZ N ZFi, BFHERA N 0S
Ny M 1008 & 50 A B L 72356 Th A 2 L 2R
T M7 XDEESD2~15 TH LGB v b

© 2012 Information Processing Society of Japan

100 [T i g
00 —F —/#52£3.2(50000)
" —{7=:3.2(100000),
e " é X ; —A- 57£3.3(50000)
t}i | ] A 4 -B-73t33(100000
4s2 60
g [ + 1
8eT b
9240
R ] A\ 1
[WREE L]
L
MRl A1
‘ 0 0.1 02 03 04 05 06 07 08 09 1
YT T HERP

7 RS 2~15 (ZRCE LA b L — ANy 7 I
Fig. 7 Traceback success rate for setting attackers in depth
from 2 to 15.
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T2 RS 2~20 ITRE L 72 A 0L
Table 2 An actual probability for setting attackers in depth

from 2 to 20.
500000packets
HH3.2 | AHK33(E) | AX3.3H)
FEEP | 0.02 0.02 0.374
BERE1| 0.0580 0.0427 0.0007
BERE2 | 0.0580 0.0436 0.0010
BERE3 | 0.0580 0.0445 0.0016
BERE4 | 0.0580 0.0454 0.0026
BERES | 0.0580 0.0464 0.0041
BERE6 | 0.0580 0.0473 0.0065
BERE7 | 0.0580 0.0482 0.0102
BERE8 | 0.0579 0.0492 0.0161
BERE9 | 0.0579 0.0502 0.0252
BERE10| 0.0579 0.0533 0.0392
BERB12| 0.0578 0.0549 0.0929
BERE14] 0.0574 0.0551 0.2085
BER16] 0.0557 0.0480 0.4235
BERE18]| 0.0480 0.0332 0.6582
BERE20] 0.0201 0.0201 0.3740

KEwv, —7F, BEHFRX 3.2 TIRLHRIH—THY, —
RV — 9 ~NOARMOSHPERTETCNL L) ICEDNS.
F T, FEBIV—F DI EAT 5 7287 v b OFE SR
52T, fEHFA33 (F) OFMNELZRD 44 HT
NGRS

4.4 ML=y TRIIRD 95%DIZBED, FIL—2IC
BFBFHITy NLIREL

RETIE, BREEON— & PEBIME 21T 7287 >
MLUZOWT ORI 24T . W E 4T > 7287 v ML &R
lid 52 &, Ml Ty MR E Ov— % O
Bt e s enTE D,

RAICWERA N % 2~20 (ZALE L 72355 0 &gz L —
FIZBIT By MRBERKR A RT. 22T, £4
DMELL 72— Z B e 3 Z DRSS 12 BV CEBICILEE
o7V —=9D%ERL, 7237 8IE L —ANy s
WEBIHIY L7 B L 2 2 B Sr v M ERT.
F4 &0, DDoS WMEAERE L TR WigEH 3.2 Tlk
AL ORsRE 2 SFRE SN L TB Y, BAsEcE B
TETWRWI EDHND. UL, BBT 87y MK
PYLWTEON—F LT 587 v MEBSE W EEO
V=% L TR LMHETRIEZT->TLE) DO TH A,
F72, BEHFR33 () 3T 7)Y THERP VNS T
E2720, TROE)V = DI EZTH £ TREMZ22D,
RO — 5 TORBREEAEML T 5, —F, i
FhR 3.3 (45) TRERE IZh 7o TILHEEAD % T
200 MIFERETH 5. WIREF %2 RIFICAGE S 728 Hm & L
T, BB 101281587 v MR 28 2 HIICH T 4.
L= 2Ny 7 9T L7 A 2 BV THE R A b ANIUE
L7288 v N OFHEIZE 4 £ D 313201 TH Y,
FBE 10 I2BWTIBL 2 T o 72V — 7 OFZ 439 AT
HbH, DFN, 12OV —¥H7-) 713 (~313,201/439) A
DYy FHPEBLTWEZ e b, F2 LDIRE
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F 3 OES 215 ICHE L2 A Ok
Table 3 An actual probability for setting attackers in depth

from 2 to 15.
100000packets
AHHX3.2 | AK33(E) | AK33HE)

| BESEP | 0.094 0.097 0.50
BEE1| 0.2376 0.0866 0.0011
BEE2 | 0.2376 0.0961 0.0021
BEE3 | 0.2376 0.1064 0.0043
BERE4 | 0.2377 0.1178 0.0085
BERES | 0.2377 0.1304 0.0161
BEE6 | 0.2377 0.1442 0.0293
BERE7 | 0.2375 0.1591 0.0520
BEES | 0.2371 0.1749 0.0903
BERE9 | 0.2363 0.1914 0.1537
BERB10| 0.2344 0.2077 0.2542
BERE11] 0.2314 0.2217 0.4033
FER12| 0.2273 0.2285 0.5999
MER13] 02111 0.2173 0.7857
MERB14| 0.1507 0.1554 0.6668
BER15]  0.094 0.0970 0.5000

FH 3.3 (F) 2B AHRE 10 ORI IL 0.0392 TH 5.
L7:755C, BERE 10 D 1 OD )V — ¥ HSLIR 24T 5 728 <
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R4 RS 2~20 ICEELEHEO/N v ML O
Table 4 The times of job for setting attackers in depth from 2

to 20.
500000packets MIBLT=
FR32 [ARIIE)|AR33E) | IL—FH

HEEP| 0.02 0.02 0.374

BERE1| 21461 15699 211 1
BERE2 | 10728 8031 164 2
BERE3 | 5363 4087 130 4
BERE4 | 2682 2086 103 8
BEEES | 1341 1064 82 16
BERE6 | 671 543 65 32
BER7| 335 276 51 64
BEES | 167 141 40 127
BERE9| 85 73 32 251
BERE10] 48 42 28 439
BER12] 26 24 37 790
BEE14) 22 21 71 935
BERE16] 20 20 138 955
BR8] 17 17 212 873
BERE20 7 7 120 500
4% 363486 | 363014 313201

DT, @R IZh7 o TRFEED B OME AT HILT
Wh, iU, U7 IR 034 IRET A LT
2 X027y MBBEINSEWTREOIL— 712138 0.4
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5 RS 2~15 ITRLE LB EO/S v ML
Table 5 The times of job for setting attackers in depth from 2

to 15.
100000packets LI
AH3.2 [AR33E)AH33EE) | IL—25

TEEP| 0.094 0.097 0.50

BERE1 | 17404 6236 63 1
BEE2 | 8703 3457 62 2
BERE3 | 4351 1914 62 4
BER4| 2176 1060 61 8
FERES| 1088 586 58 16
BERE6 | 543 324 53 32
BERET7 | 271 178 47 64
BEES | 135 98 41 127
BERE9 | 68 54 35 251
BEREL0] 38 33 33 438
[BER@11] 25 24 36 633
[BER12] 20 20 43 762
BEE13] 16 17 50 799
BEE14] 11 11 40 727
BEE1s| 6 6 29 500
INTH| 72021 70719 56506
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Fig. 8 The changes of numbers of jobbed packed in setting
1,000 attackers.
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Fig. 9 The changes of numbers of jobbed packed in setting
5,000 attackers.
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