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Abstract: Quantifying the traffic amount of each protocol is useful for ISP to perform effective traffic engi-
neering and network designing. A straight forward approach for protocol identification is to first capture full
traffic and apply DPI (Deep Packet Inspection) technology. However, it is difficult to deploy the dedicated
DPI hardware to large ISP networks because the hardware is expensive and should be deployed to multiple
measurement points. Therefore, we aim at low-cost monitoring of the traffic amount of each protocol at many
measurement points. In order to achieve this goal, we propose a cost-effective traffic classification method
which is composed from packet sampling and flow features-based traffic classification which uses supervised
learning. We also propose a new learning method that uses flow features by capturing traffic data for learning
fully and applying packet sampling multiple times to the traffic data. In this paper, we describe the detail of
our proposed method and represent the effectiveness through the experiment with publicly available traffic
traces.
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Fig. 1 Result of protocol identification by OpenDPI using ITOC trace.
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Fig. 2 Learning phase of our proposed method.
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Fig. 4 Example of combination of sampled flow features.
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Fig. 5 Estimation phase of our proposed method.
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T1 HEHVFHICLL M Ty 7 pHTECHET 2 70— FiE
Table 1 Flow features used for traffic classification method by supervised learning.
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Ny M, SYN & FIN O Y —7 v AT 575509
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Table 2 Used traffic traces.
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OP 120,549 1,891 | HTTP, ICMP, Bittorrent
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EL, RAMTHEREZERL, b)) Rhhmo7a—o7
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£ 3 JNETey RO A WSS O Overall accuracy
Table 3 Overall accuracy of various machine learning methods

using full traffic data.

PL—2X
o ITOC | Laura (05
FH
AdaboostM1 0.616 0.267 0.501
Bagging 0.998 | 0.819 | 0.971
J48 0.999 | 0.197 0.739
NaiveBayes 0.731 0.786 0.536
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Fig. 6 Experimental results of “Full” and “Sampling” patterns in terms of Overall

accuracy.
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Table 4 Change of ranking of flow features which is calculated using information gain.

e FHEH N7 e v 7 TONE
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Table 5 Result of estimation using the other traffic trace.
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