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Abstract: As demand for internet services specifically customized for each user increases, service providers
make effort to build extra value on their services by providing useful services, based on personal action
history and personal interest. However, in order to use these services, they require users to install specific
application. IP addresses and MAC addresses are being used for host identification, but IP addresses vary as
the hosts’ network environment change, and MAC addresses are deceivable. Therefore, continually specifying
hosts and users is impossible. In this paper, we propose a method to identify and track users by collecting
and analyzing network traffic, which enables users to receive customized services without installing special
application nor user of specific devices. Payloads of packets, transmitted by users, are subjected to privacy,
so in the method, host and user identification is performed by collecting information from packet header.
This methods’ practicability has been verified through experiments, performed on a conference and an aca-
demic network. Through the experiment, possibility for service providers to offer users user specific services,
without requiring users to perform particular actions nor setting, nor limiting users to use specific devices,
has been shown.
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Fig. 1 Schematic diagram of proposed technique.

R, A=W TEICHE L2 — AR T N VL BILE
OFHDPED 5.

4. INTy ANy HEBRICEZTAT 7ML
Fi&

v b — 2 EHREL, BHELTWARY FT—2ICB
JAL—HFORET L/ v FOEREESHICHETE
L. WAy NT—=2TlE, EXF2) TR Ay
N7 =7 OEROMKRLE, EEAY bT =7 EHEEO A
NI =2 EDOPET N T 74 v 7 FEHTE DA%
Vo LAL, A= PR 256 I 3EEEGEE
EREOBEP O - EEORBERE LTSRS R
W, ZIZT, XM 0= RERw/oNr Y oy FiE#RD
LARANEIET DT HRERET S,

4.1 EFEER

FED L —FDEREFIHT 5 7/ AL —HF DF
MEREIZ & > THRET HHEMICIFHN L T 714 v 7%
G —UDENBLWEENEDSE . TONT T4 v 78—
ZHUS, BTS2 L12X 5T, /N1 ADBIRATFED
EADOHEMEBRETo72. T—F2FERAFIHT 27N
A ADEEMIE, WREOAY NT =2 12X > TRREDLZ LD
HHMTED., 20720, SHOHEFERICB VT, 200
NEEDEFE ST LELZONBE T HMREOFM A v b T —
RN BRET D, IOy T — 2 I3HER & EiE F AT ) B
2, LI ARFEEA L7 @ER T 2R Th Y, IP
7 KL A DHCP 12X > TEINIRO N/ IP 7 KL A &[]
FIP 7 NLANREL, O—HANVIP 7 FLADEER
NAT s s Cwih vty T =2 Th b, OB
TC, BEEIGEE LA 3B0MEZBMLA. Z
LT, EBTISLA-KZEHZFHTLZLICL-T, &
DRERA P ZROALZ ENTE L0272, KR
2R 1IRT.

KAy bT =718 HEMERICBNT, BEHEL
S BUSD B S ilfg &, SSAEBE RIS T 5 LR
DIAARDBEGH % HED 2 HEIZHETE 5 2 LRG0

463



BEAIEF =R EE Vol.53 No.2 461-473 (Feb. 2012)

1 JHHMERLAERA MO TOT 7 A LF— S
Table 1 Host profile data produced in advance.
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Table 3 Result of identifying

hosts by packet header information.
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4 Ny by FERIZE B8 A P ERBIRR
Fig. 4 Result of identifying hosts by packet header

information.
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x4 FHIMERLERA MO TOT 7 A LT =S
Table 4 Host profile data produced in advance.
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Fig. 5 Technique for inferring hosts.
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Fig. 6 Result of identifying hosts.
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