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A Device Information Detecting System for IP
Devices Connected to a Local Area Network
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This d ocument sh ows a sy stem which de tects device information of IP dev ices, for
example network appliances, connected to local area network (LAN). Although we can
detect some information of the devices which implement specific protocols, we can at
least detect only network (MAC/IP) addresses inside LAN. We cannot identify device
information in cluding d evice category info rmation, manufacturer nam e infor mation,
model name information, model number information, and so on. We developed a system
which receives reply packets and matches it to the data base using multiple protocols
which is widely used. Consequently, the system detects device information. This system
allows both adding and deleti ng software modules easily using OSGi platform, an d
easily corresponding a new protocol in the future.

Vo0l.2012-GN-82 No.11
Vol.2012-CDS-3 No.11
2012/1/19

1. LIS

ML, h—2b Ry bU—27 (LLF, =& NW) (T, X=YFrarva—4% (L
T, PC) 7217 T/ <, NWIZHfE AR HmEFE LB INTETWD. M 1L, 1§
WEBSED, F—Lb NW I ATREZ / v PC RO FRIER AL, TN H6EEBO
NWER RO FRZ R LD THDL. 2O 1 DL HIT, 5% E 5104 OB,
A=A NW IZHEH S 4L, NW F—EROFHPIER L TN ZERTRHRINTNS.
ZO XD IRILT T, NW ICHE rTBE e ae N L+ 2 1o, =—F»RFHT S
NW —ERICEAETHIREADL, ML W ZERTREINS.

AUH—Fy MERNTE 2L o2, NW h—ERICAEANIEE LIESEA,
WEIX, "= =174 (LUF, HGW) A4 ' F—% v b LDV — 5 LT,
REAEDRAE LIZERFESEOMKL) S, ICMP Echo request 2] %=5 9252 12X,
HGW o — L DG LZHRTE L. L0, IP Xy MEEXBZIEE T,
FERZD V5T 5 2 ENATREL 725 . HGW £ TORERM 2R TE Rho 2 5BA1%,
B—2 NW N THBREAEL TS T CcE 5. —J7, HGW £ TOHERM % MRS
TEREDN, A Z =y b EOYF— NI L TR R TE R8G5, 7
JEANW A Z—Fy b NW ATHIBAREL TS LHTE%. LT,
HGW ¥ TOERMLZMRTE, o, A Z—F v b OV — L oG R
TEEBAIE, REERRAE LR LT 7Y r—2 g VORERY LK TX 5.
B 21X, FOEIZBITA web 77U T XU r— a0 70X ORTEEDAY
NEZOND. L, ZOHEEMHRLAZITH -OI12iE, HGW, Y — D IP 7 R

30000 35
30
20000 B pcHBaR
20 =
10000 1 y 10 —HEE
-gIglﬁ.ﬁlLlﬁlAs
0 - 0
2009 2010 2011 2012 2013 2014 2015

M1 »PCHEDOTRIHMAERKE R MMERR (1]
Figure 1 The shipment and connecting rate of non-PC devices.
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Figure 2 An idea of troubleshooting.
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Figure 3 An idea of pr ocess for detecti ng

device information.
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Table 1 Protocols which are used in our device information detecting system.
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Table 2 The output information of the device information detecting system.
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