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Cryptography is widely used for confidentiality, integrity, and availability of information 
and these algorithms are evaluated in the term of theoretical security. As more and more 
use of cryptography in consumer products, security assurance of cryptographic devices is 
concerned against physical attacks. Side-channel Attack is one of non-invasive physical 
attacks that extract secret information by analyzing measureable phenomena such as 
power consumption, electro-magnetic radiation, and operating time. Attacks and 
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countermeasure methods are studied actively. In order to facilitate standardizing the 
environment, we have developed boards, circuits, and software as uniform evaluation 
platform for side-channel attacks. We developed a new evaluation board for smartcards.
In this paper, the details of side-channel attacks standard platform are presented, and 
evaluation results are shown with power consumption from a smartcard that processes 
AES cryptography. As the result, the operational power consumption was observed
clearly, and 128 bit secret key of the AES was estimated correctly. These results show the 
availability of the new board as side-channel attacks standard platform.
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{00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F}16 100
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aes_128()
{
SET_PORT_HIGH; // Enable trigger
for (i=0; i<9; i++) {
round();
mix_columns();
key_expansion();

}
round();
key_expansion();
add_round_key();
SET_PORT_LOW; // Disable trigger

}
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9:

10: key1

11:

S-box MixColumn {0, 5, 10, 15, 4,
9, 14, 3, 8, 13, 2, 7, 12, 1, 6, 11} 12 13
MixColumn 4 {0, 5, 10, 15}{4, 9, 14, 3}{8, 13, 2, 7}{12, 1, 6, 11}

0.40-0.44ms 0.46-0.50ms 0.51-0.55ms
0.56-0.60ms
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