[RIVF AT 7, 538, Wi & T30 )L(DICOMO201 1) > RI Y L] FR234E7H

IC h— FORERSHEEFMEAR— FOFRE
EH A FF v RILE R

BFF e 9 PR fEpE EE

HHROWEM, 56, iR EE2RRT I FHEHFL, 207 va ) XLANEH
HE ETHRNIZZETHDLZ R ERERZ2ERTWS. L, BETLa
VR L HERIE LT S ACHE O R 2 AT 2 MBI 2B LY, R
7 EWNEOE RN IR T DERENFET D, A NF v FVBBR TN 721K
BDO1OTHY, T ZAOHEHEETCHIERME e EOMBEZ T L, FEMH
BICRERE R E NI 5 FETHD. AT INET, A RFXYx XNVHET
ot R IEOBFE, FEYER E~DOHERE B, 772 » & 7 4 — 4 SASEBO
(Side-channel Attack Standard Evaluation Board) % BH%E L, k4 72 FIECHUEA T
M 2720DEHETT v h 73 —LE LTEREZED TS, AFETIE, KBS
Btz FIH Lz e LTRSS ER LTS IC I— a8 s Lzl - £R
ZAlfg & 9 HFliA — K SASEBO-W ZH7-IChFE L7z, I 61T, WEOXIKTF
BOMRIANTIZY 7 Yy = TR SE2FEE L IC I — RO EZIT, FEREL)
SWFFEMEE TRIAWFIHZ L LTW5D., AR T, ¥ LE IC h—FR
m e EEli AR — N SASEBO-W, IC 71—k, BX, R—FzFfHLYA FF ¥
INVKEFTM T T v b7 4 — L ONWTHMRT 5. EHIT, AES V7 by =75
HFEEL IC A—FOBEHREEIT, A RF v R EZER L. 20O
FER, 100 fHLL T OO N2 IER IS 128 bit O BT X CTEE L #ET
LHZENARETHDLZ ENNY, BB LEMM T 7 v b 74— L2084 FF ¥
FVORTE « FRNTBREEE LTHHTHD Z EBRENT.

Development of a side-channel standard
evaluation board for IC cards

Toshihiro Katashita" Yohei Hori’ Akashi Satoh'

Cryptography is widely used for confidentiality, integrity, and availability of information
and these algorithms are evaluated in the term of theoretical security. As more and more
use of cryptography in consumer products, security assurance of cryptographic devices is
concerned against physical attacks. Side-channel Attack is one of non-invasive physical
attacks that extract secret information by analyzing measureable phenomena such as
power consumption, electro-magnetic radiation, and operating time. Attacks and
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countermeasure methods are studied actively. In order to facilitate standardizing the
environment, we have developed boards, circuits, and software as uniform evaluation
platform for side-channel attacks. We developed a new evaluation board for smartcards.
In this paper, the details of side-channel attacks standard platform are presented, and
evaluation results are shown with power consumption from a smartcard that processes
AES cryptography. As the result, the operational power consumption was observed
clearly, and 128 bit secret key of the AES was estimated correctly. These results show the
availability of the new board as side-channel attacks standard platform.
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HLAT o7, AY—i3 USB {4 COM R"— b & L TR — RIgi#HE L, IC 1 — K~
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aes 128()
{
SET_PORT_HIGH; // Enable trigger
for (i=0; 1i<9; i++) |
round () ;
mix columns();
key expansion();
}
round () ;
key expansion();
add_round_key () ;
SET_PORT_LOW; // Disable trigger
}

K5 V7 =T FEEEAES O — K

cov(W (1), H ;)
\/var(W(t)) \/var(Hi/. )

corr, (1) =

oI @) H ) =3 00,0 - wONh, =)
ar (¥ () = 3 (0, () - W)’
var (¥ () = 3 (0,0~ W)’
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