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Counterfeit LSI Detection Based on Physical Property

Yoner HORI, T Tosuiniro KATASHITA, !
Hyunno KANGT! and Akasur SATOH!

This paper presents the counterfeit LSI detection method utilizing physical
properties of cryptographic modules. Our counterfeit detector is developed
based on a pseudo-LFSR oscillator and AES encryption circuit, and the side-
channel information of these modules are used for distinguishing the genuine
LSI from the counterfeits. The pseudo-LFSR oscillator extracts the device vari-
ation and its device-specific outputs are mixed up by the AES circuit so that
more side-channel information is generated. Since our method utilizes analog
side-channel data, it can realize more accurate counterfeit detection than usual
PUFs using only digital outputs. We implemented the proposed counterfeit
detector on an FPGA to demonstrate the feasibility of our method. The ex-
perimental results show that the proposed detector can distinguish a specific
device from others.
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Fig.1 The structure of the 128-bit LFSR circuit.
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Fig.2 The structure of LESR_core.
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Fig.3 The structure of the proposed counterfeit
detector.
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Table 1 The target devices.

No. | Device family = Sub-family = Speed grade
1 Virtex-5 LX30 1
2 Virtex-5 LX30 1
3 Virtex-5 LX30 2
4 Virtex-5 LX30 2
5 Virtex-5 LX50 1
6 Virtex-5 LX50 1
7 Virtex-5 LX50 2
8 Virtex-5 LX50 2
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Table 2 Hardware resource utilization of the counterfeit detector.
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LUT 185 9
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Fig.4 The wave traces of the counterfeit detector near the 2nd clock cycles.
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Table 3 The parameters of the oscilloscope.
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Table 4 The device IDs obtained in the experiments

Device No. Device ID obtained

1 0x21DAD5AABEF8A06A1B6AEBOC3BD24981
0x6991EC70C872423A3D76197FBBCF3C3D
0x9B8278ACEE4A1AF9C5307F8058DCIBB1
0x40517035CBDB72A16E2F689DE89862DC
0xC1024272275202A0D967080760E78459
0x03102C0231BD4BB07B238A9E9E6831C2
0xEBO20ACOEBF01439AC918D49E31CD1E1
0x441A0703A94049BB3C0DB4921D5161E3
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Table 5 The average Hamming distance among the device IDs and query IDs.

Device No. \Query ID 1 2 3 4 5 6 7 8

44.9 65.5 67.5 64.7 63.3 67.3 67.1 64.3
63.5 38.1 64.3 63.3 60.7 63.5 62.3 66.3
63.6 67.4 34.0 65.2 66.6 72.8 61.4 69.8
64.9 65.5 66.5 42.1 64.3 61.7 70.7 63.7
64.7 64.3 66.3 62.3 38.1 69.5 62.9 66.3
67.0 65.2 65.2 64.4 66.0 44.0 65.4 64.0
65.7 64.3 61.3 67.7 67.9 71.3 43.1 64.3
64.8 65.8 64.6 70.8 70.2 64.2 58.2 44.8
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Table 6 The similarity of the device temprates.
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