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A User Account Management Method
with Enhanced User Anonymity

Ryu WATANABE! and YuTaka Mivakef!

Risk reduction of information leak is one of the most important functions
on identity management systems. For this purpose, Dey et. al. have already
proposed an account management method for federated login system with blind
signature scheme. In order to give anonymity on accounts for authentication
provider called IDP (identity provider), blind signature scheme is utilized for
generate an authentication token on an authentication service and the token
is sent to an IDP. However, there is a problem on the proposed system. Ma-
licious users can make multiple accounts on IDP by requesting the accounts.
As a measure for this problem, in this paper, the authors propose an account
checking method before account generation.
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