ComSys2011
Computer System Symposium 2011/12/1

TCPUOUOUOUOUOOOOOOoooDOoOO
Doooobboooooobbon

o of

T
T ot

g 0 o o g d
g o0 o o g d

goooooooooooooooooooooOOOOOOOOOOOObOOObOOOOOOoOoo
goooooooooooooooooooooooOoOObObOOOOObObOObObOOOoOoOooO0o
ooo0ooooO0o0oOoO0o0boOo0o0oOO0o0OooOO0O0bOOO0OO0O0OO0OO00C0OO00O000000
gooooooooooobooooooooooooOoOoOOOOOOOO0OOoOoOoooooooa
gooooooooooooooooooooooooooooOoOoOoOObObOOObOOoOoOooooo
goooooooooooooooooooooOooOOOOOOOOOOCOOODOOOOOOOOo
oooooooooobooboo

goo0oo0boOo0oO0oOoOo0ooOO0O0O0O0O0OO00b0O00O00000C0O000O0O0O00C0O0O00O
00000 accept D0O0DO iaccept 0O O0O0TCPOOODOODOOOOOODOOODODOO
gooooooooooo0o ooooboOoooobOoOoOoOoOoOooOoboOoOoOoooOoboOoOooobooOoboOog
gooooooooooooooooOoOoOOObOOO0O0O0O0oOoooooobooooooooooo
oooo

A Data Flow Trace Method over Multiple Processes
by Using Additional Identifier for Each TCP Session

Hirokr SHIMIZU,+ TAKEruMI MIYOSHI,+ HiDETSUGU IRIE!
and TsuroMU YOSHINAGA*

Due to the rapid spread of various network services, the number of servers for providing
services increases in order to improve the reliability for the services. By increasing the num-
ber of servers and parallelizing the services on them, the throughput and the availability of
the services is improved. However, the complexity of the server structure increases owing to
increasing the number of servers, and it heightens the possibility of disordering the system.
Since the factors of disordering the system range from user operation miss to application bugs,
it is impossible to remove all of them. Therefore, the scheme to minimize the out-of-service
time and reduce loss by the system disordering is required. For the requirement, finding out
the factor of the system disordering is strongly desired.

In this paper, a method that gives identifier for each request to service is proposed. Iden-
tifiers are given at every TCP session establishment by modified accept system call named
iaccept. By tracing the given identifier, data flow of the request for the service can be traced
over multiple processes. The result of experiments that traces data flow by using the given
identifier and server output log shows the effectiveness of the proposed method.
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#include <sys/socket.h>
int

accept(int socket, struct sockaddr *addr, socklen_t *addrlen)

int iaccept(int socket, struct sockaddr *addr, socklen_t *addrlen, unsigned int *id)

03
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Fig.3 A definition of systemcall iaccept
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Table 1 Common environments of experiment

CPU Intel Core2Duo E6750 2.66GHz
Memory 2Gb

Kernel NetBSD 5.1 GENERIC+Hiaccept 00O
NetWork 00 LAN 100Mbps
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Table 2 Additional environments of request trace
experiment
NetBSD OO OOOO
Pound [ 245

Apache 00O0O00 (4000)

CPU Intel Xeon 3.00GHz

Memory 1Gb

Kernel Ubuntul0.04 kernel 2.6.32-32-generic
Apache 2.2.14(Ubuntu)
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4.1 00O0O0OO0O0OO0OOOOOOOOOOOOOOO

iaccept 0000000000000 OOOOOO
O0o0o0oO0o0oO0000000oOoOoOoOooooooog
oooooO0oOo0OD0OO0O0OD0O0O00Pound 00000
NetBSDO OO 100 Apache 00000 Ubuntu O
004000000000000000000NetBSD
0000 iaccept DOODOODOOODOOOO OSOO
000000000000000000 iaccept 00O
000000000 PoundOOOOOOPound OO
gooob0o0ob0o01o0ooooboobooooo
ooooooo 20000

PoundOOOOOO0O0OOOApached WebO OO
O000000000o0oOd Pound0OOOOO0O
000 Apache 00 OO0O0OOO0OOOOQO Pound
oo0ooo0oooooooooUoooooooooo
O00O00OD0000OOApached PoundOOOODOO
oo0o0ooooooooooooog

Pound O accept 00000000 OO0O0DODOOO
0000000000 accept 0000000000
gobobooooouobbbooooboooobobo
O0000000o000oO000Poundd00OOO0O
gogboooboboboobboobuooboobbooon
00000 pound.cOO000OO0DO0OODOOO http.c
0000o00o00oo00o00oo0o0oooOoooooo
O000oooooooooooo 20000000

(© 2011 Information Processing Society of Japan



Computer System Symposium

000000000 jaccept 00 O00OD0OO0OODOOO
J0D0000OD000DOiaccept 0O ODOODOO
o0oo0ooOoooOoooooooOoooooo
ggboooboboobooboobooboboboon
O0000oooO0oo0o HTTPOOOODOOOOO
gogbooobbooobooboobooboboon
ooooOooOoooOooooooooooooo 1o
ggoood

Apache 0 LogFormat 000000000000
0000000000000 00Pound OO Apache
00000000 HTTPOOOOOOOODOOOO
Apache 0 LogFormat 0000 HITPOOOOOO
O00oo0ooooooooooooooooooo
O apache.conf 0 %{HTTPOOODO }OO000OO
o0ooooooooooooooooooooooo
O0OOApache 00OODODODOOOODOODOOO
oo0oooOooooooooooooosoooo
O0000O0o0o000ooo0o0oUooOo30o0o0g
(1) idacceptOO0O0O0ODO0OOOOOOOO
(2) PoundODODOODOOOO

(3) ApacheOODOOOOOOO
PoundO00OOO00O00OOOOApacheBenchD OO0
00 1000000 100 00000000OApacheBench
OWebOOODOOOODOOOODOOOOOOOOO
0000000000000 000D0OApacheBench
0000000000000 Ojaccept000O0ODOO
0000 1000000000000000 Pound O
OO00OApache 00000000 OOOODODOOOO
0100000000000 00oooooooog
00o0o0o0oo0oo0oooooOoooooOoo
oo0o0o 400500 6000000000000
OO00oo0OoO0O IPOOOODOO xOOOOOOOO
o0oo0o0ooo0ooOo0oooooooooooo
0000 1000000000000000000
oo00ooooooooos1000ooono

4.2 jaccept 100000000 DOOOOOOO

ooooog

iaccept 0 accept OO0 0ODOOODOOOOODOOO
ooooO0oo0oooOooooooooooOoooo
OOaccept 00000000 O0ODOOOODOOOO
oo0ooo0o0oo0oooo0oooooooooo
000o0o0ooooo0oO0DooooooooooOoo
oo00oo0ooooooooo0ooo0oooooo
0o0oo0ooopoooooooOooooooooo
oo00oo0oo0oo0oooooooooooo
00o0ooo0oooOooOoooooooOoooOooOoo
oo0ooo0oo0oo0oooooooooooo
O0o00o00oo0oo0oooooooooooooog
oo0ooo0ooo0oo10000000000000
2000000000000000O000ODO0O00OO
OHelloOOOOOOOOOOOOOOOOODOOOO

111

ComSys2011
2011/12/1

0 3 jaccept 0O0DOOO0O0DOODOOOODODOO
Table 3 A result of iaccept overhead
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Average of iaccept processing timel[s]
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Fig.4 An example of iaccept log

172.21.67.143, XXX.XXX.XXX.XXXx 172.21.67.147 - -
[14/Jul/2011:04:31:05 +0900] "GET / HTTP/1.0" 200 148 ""
"Opera/9.80 (Windows NT 6.1; U; ja) Presto/2.9.168 Version/11.50" 155
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Fig.5 An example of Pound log
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Table 4 A result of comparison of processing time
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