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by multi-threaded processing and PF RING which provides high-speed packet
capturing and sending. Our experiments indicate that, packet forwarding in
the proposed software-based load balancer has achieved 9.8 Gbps throughput.
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Performance Improvement of Packet Forwarding in
Software-based Load Balancer for Parallel Distributed NIDS

MASAHIRO YAMADA,! HIROTAKE ABE,!
Konger Icnikawa, ! Susumu DaTEf!
and SHINJI SHIMOJO T2

With the increase and diversity of attacks against network services, NIDS
(Network-based Intrusion Detection System) has been taking a role of impor-
tance. For the traffic analysis of the today’s high-speed network, the demand
on high performance NIDS has been increased. From the background, we focus
on parallel distributed NIDS that analyzes network traffic on multiple PCs in a
high-throughput fashion. In this paper, we design and implement a high perfor-
mance software-based load balancer that distributes the workload of traffic anal-
ysis to multiple commodity PCs. A prototypic implementation of the proposed
software-based load balancer has realized high-throughput packet forwarding
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Fig.1 A software-based load balancer.
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Fig.3 Method 2.
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Fig.4 The proposed implementation.
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Fig.6 Packet forwarding of the proposed

Fig.7 Packet forwarding with bridge device.
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