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VM Shadow: An Execution Environment
for Offloading Existing IDSes

TAKAHIRO I1DA ™! and KENNICHT KOURATTL12

To execute intrusion detection systems (IDSes) securely, offloading IDSes
with virtual machines (VMs) has been proposed. This technique runs a moni-
tored system on a VM, called a server VM, and executes only IDSes on another
VM, called an IDS- VM. However, the proper execution of offloaded IDSes often
requires great efforts. This paper proposes a VM Shadow, which is an execu-
tion environment for running offloaded IDSes without any modification. A VM
Shadow emulates system calls and returns information of a server VM. It also
provides the same file system as a server VM, including the proc file system.
Note that it provides executable files in an IDS-VM for security. In the current
implementation, we can run chkrootkit and Tripwire in VM shadows.
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