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Side-channel attacks against crypto modules and LSIs become a practical threat these

days. Especially, a scan-based attack which retrieves secret keys from scan data is con- oLsSigodooooooooboooooooooooooooooooooooooon
sidered to b_e one of the strongest si_de-channel attacks. In this paper, a sca_m-based at;ack 0000000000000 0000000000000000000000 LSIO00
method against DES cryptosystems is proposed. In our method, several plain texts are in-

putted into a DES module. After that, an attacker retrieves a secret key by observing a goooboboooooooooboboooooboooooobooooooooooooooon
specific bit line of these scanned data. Because the values of a specific bit line dependent on 0000000000000 DO0000OD00D00DD0ODON0Nooo0O0oooonooon
the secret key, an attacker can analyze secret key using these values. Even when an attacker

does not know scan chain structure implemented on a DES module and even when scan goLsioobbbooboboooooooooooooobobobbboooooooo
chain includes registers other than DES crypto modules, our proposed method can success- 0000000000000 000000000000000 [4,50000000000

fully retrieve its secret key. Several Experimental evaluations are demonstrated to confirm
the dfectiveness of our proposed method.
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Fig.1 DES Encryption Algorithm.
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Fig.2 DES Hardware Architecture.
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Fig.3 Scan-based attack using scan signature
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Fig.5 Success Rate of Analysis.
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Fig.8 Number of plaintext V.S. Scan chain length.
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Fig.6 Comparison of Conventional Method and Proposed
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