Computer Security Symposium 2011
19-21 October 2011

O

ETTAERAFEICKSIIT O o)La— FETHL

il B f FATR HRK T

T UK AE PE BRI ZE AT
153-8505 HAUH H B X B0 4-6-1
ichik@iis.u-tokyo.ac.jp

T BRUR A PERA A T T
153-8505 HLRUAD H X Bt 4-6-1

kanta@iis.u-tokyo.ac. jp

HoFEL JIT 2234 7% L7 JIT Spraying & 9 WBAFIH 371X, DEP X ASLR &
WoTlebtx a2 U T A BBEZRIE L, Ny Ty A — =T n—KBRERARRICR S E L CEE-EE
725 T %, JIT Spraying | JIT = /31 Z3MEERE L CF — Z SEBUC E TR AT 5 2 &
RV AR a— Rz ba— e LTHEENGD Z E2FIHT 5, AfaTid, JIT 231
FICEV AR SN a— FE2ELELT-OICT — X HEIBICFEITREA ST 5T ne A E AL D
TR LIIHEEL, AL DT ATIET — X HEBICIATREZ AN ST, HHICHENR
TERWE S JIT a3, T OREFECOWTHENT 2,

Preventing execution of JIT shellcode by isolating running

process

Ken Ichikawaf Kanta Matsuuraf

tInstitute of Industrial Science, The University of Tokyo
4-6-1 Komaba Meguro-ku, Tokyo 153-8505, JAPAN
ichik@iis.u-tokyo.ac. jp

tInstitute of Industrial Science, The University of Tokyo
4-6-1 Komaba Meguro-ku, Tokyo 153-8505, JAPAN
kanta@iis.u-tokyo.ac. jp

Abstract JIT spraying attacks which abuse JIT compilers bypass security structures such as
DEP and ASLR, and they enable memory corruption attacks such as buffer overflow attacks
again. JIT compilers have a property that makes some data areas executable. Due to this
property, generated native codes can be used as shellcodes for JIT spraying attacks. In this
paper, we introduce the implementation technique that can’t be attacked easily by isolating the
process in which JIT compiled codes run. Main process therefore doesn’t have to add executable
attributes to its data areas.
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//spray.js

function func(
al, a2, a3, a4, a5,
a6, a7, a8, a9, alo,
all, al2, al3, al4, ailb,
al6, al7, ai18, al19){}

func(
0x1e6018c8,
0x1e345a48,
0x1e6d98c8,
0x1e00dbc8,
0x1e71fbc8,
0x1e39da4s8,
0x1e17d848,
0x1e375a28,
0x1e34d848,
0x1e71fbc8,
0x1e71fbc8,
0x1e315a48,
0x1e17d848,
0x1e2daa28,
0x1e6498c8,
0x1e6918c8,
0x1e6018c8,
0x1e05d848,
0x1e4066c8
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address  binary(hex) instruction

0x3aac75 689031c03c  push 0x3cc03190
Ox3aac7a 6890b4683c  push 0x3c68b490
Ox3aac7f 689031db3c  push 0x3cdb3190
0x3aac84 6890b7013c  push 0x3c01b790
0x3aac89 6890f7e33c  push 0x3ce3f790
Ox3aac8e 6890b4733c  push 0x3c73b490
0x3aac93 6890b02f3c  push 0x3c2fb090
0x3aac98 6850b46e3c  push 0x3c6eb450
0x3aac9d 6890b0693c  push 0x3c69b090
Ox3aaca2 6890f7e33c  push 0x3ce3f790
Ox3aaca7 6890f7e33c  push 0x3ce3f790
Ox3aacac 6890b4623c  push 0x3c62b490
Ox3aacbl 6890b02f3c push 0x3c2fb090
Ox3aacb6 6850545b3c  push 0x3c5b5450
Ox3aacbb 689031c93c  push 0x3cc93190
0Ox3aaccO0 689031d23c push 0x3cd23190
Ox3aaccb 689031c03c  push 0x3cc03190
Ox3aacca 6890b00b3c  push 0x3cObb090
Ox3aaccf 6890cd803c  push 0x3c80cd90

X 3: JIT 2o /A VSN TERESNTZRA T 4
7 a— K

ZHEH 0x90 73 nop A4y, 0x31c0 23 xor 4,
0x3c 2% cmp 43 £ 720 . Z O cmp 5 XKD
push A DA ~Xa— R ThH-721TT D 0x68 %
FRF U RICE D, ZHUTL Y AKD push iy
FRICHTZ N 2D, £ LT, AkDfm
FPH 1A ML L TR L ZOa— R
&R /bin/sh BBy T 5 Z &N TE S, &
DT, FAIZ nop i & KEIZAEKT H L 1T
AUT ASLR Z[EDRES 2R mE D, 2O LD
\Z LT, V8 ZAffi~ T JIT spraying BB |ZF| H
TEBHJT vxa— REERICHERT L - L
MWCTET, bL, ZOXHIRIT (1 T%
FIHLCWAT U r—a iy 7 74—
N—T7a—72 EOMEFHENTFELTEAE. 20

Waggte N ST a 79 L OFEITLE 2
fEEh, EBIZIIT Y= ra— RE2ETENS
AREMEDN B B,

- 823 -



address  binary(hex) instruction
0x3aac76 90 nop
0x3aac77 31cO XO0r eax, eax
Ox3aac79 3c68 cmp al, 0x68
0x3aac7b 90 nop
0x3aac7c b468 mov ah, 0x68
Ox3aac7e 3c68 cmp al, 0x68
0x3aac80 90 nop
0x3aac81 31db xor ebx, ebx
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