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Abstract There have been several network monitoring projects launched to fight against cyber threats on
the Internet. Meanwhile, we are facing some difficulties of operations of network monitoring system such
as; difficulty of assigning much IP addresses enough for global observations, heavy burden of physical or
logical maintenance of sensor system, obsolescence of the IP addresses due to be detected by attackers as
”monitored”. In order to solve these problems, this paper proposes a multipurpose network monitoring
platform that can run any type of sensors on it with applying the virtual sensor mechanism and the
dynamic address assigning technique. This paper presents the design of the platform and a preliminary
evaluation of the proposed methods.

oboooobooooooboobbooboooooo
obbooooboooboooooooooboooon
obooooobooobooboobooobogooon
gbboooboooboooboobooboboooo
gboooboobooobooooooobogooooon
O000U0o0o [plo000oUoooooooo

1 0000

ooboooboobooobooboooooo
gobooobooooooobooooooooooon
oobooooooobooobooobooobooooon
goobOoobOooooooooooooooon

0D0000000000000000000000
00000000000000 (1,2, 3,4,500
0D0000000000000000000000
00000000000000000000000
00000000000000000000000
0D0000000000000000000000
00000000000000000000000
000000000000 O0SO000000000
00000000000000000000000
0D0000000000000000000000
000000 Web0OOODODOOOOOOOOO
00000000000000000000000

0000000000000000000000

obooooooooooooooboooboooon
oboooooooobooobocobooooboooon
000 [vjOO0000000o0o0ooooOoUoon
gboboooboooooooobooobooobooooo
oooooooooooobooooooooooo
ooo
oboboooboooooooooooooooon
000000000000 WebODOOOOODO
000000 WebOOOOODOOODOOOODO
oooooboooooobbooobobooboooo
00o0000oo0oUo0oOoUooooO (Doo
O000oo0ooooooOoo)oooooooo
oobooooooooooobooobooboooon

- 786 -



oooooooogo
gobooooogoobooooobooooobooo
ooooooooooobooooooooooon
00000oooooo [1,2,3,4,5)00000
oboobooobooboobooooooon
uobooboobooobooooboooooon
gooobooooboboooooooon

oooooooooooooon oooooooo
ooboboooboobooboobooooooon
uoboooooooooooobooooooon
ooooobooobooooooboooooooo
00oo0o0oooooon (0Oo /160000
000)000000 (Dooo IpoO0OOO)O
odoboobOooobooooboooooooooon
OoooooooooobooOoo Ipvda00DO
oooooboooboobboooboooooooo
goooobooobooboooobbooobooooo
00 2, 30000000 IpOO0OO0OOOOOO
obooobOoooooobooog

ubooboooocooooo oboooooogno
gobobooooooobooooobboboooooo
obooooobooo Ip0obOO0oOOObOOO0OODn
ooooooooooooooobooobooon
gobooooooooooobooooobooooon
boooobooooooooboobooooon
oobooobooooooobooboooboooo
oobooooooboooboooobooooooon
ooooboooooooooooooobooboboooon
uobooboooooooboooboooboooon
gbooobooooboboobooboooon

oobooobooooogobooon goo Ip
oboooooobooboooboobooooobo
cooooooooOoOOOOOoOoOoOoOooooo 1P
oboooooboobooboboboobooon
uboboobooobooobooooooobooon
ooboooboobbooboooobbooooooo
OO000ooO0oOooooOoOonD webOOOODOO
oobooobooooooooooooooooon
OWebOOODOOOODODOODODOOODO
OO00o0o0o00 WebODDOOODODOOODO
oood

ooboooboooooOoboobooooooon
ocoooDO Ip0O00OO0ODOOO0OODOOOODOO
obooOboobooboobooboobooon
ooooooboooooobooobooobogooo
obooooooooooboooobobobobooooo
ooboooboooooooooobooobooon
oboooooobobooooooboooobooon
goooboooooobooooooobobooooo

ubooboodob 2000000000000
goobooobooobobobooboooboooooo
U3000000b0000b0b000o0bo0ooon

gbobooooboboboboboboooo
oobooobo 400000000000DO0O00ODO
gbgboooboobababooboboogoaoa
gobooOooooooooooooooobooooon
gboooo sboubobobooboobooboona

2 0OOd

gobboobboobboooooboooboobg
O0o0oooooooo [8,3,4 00000000
oobooooooooooooobooobooon
00000000000 (9,10, 11, 12, 13]0

O0000OCollapsar [10)000000000O0O
O0000000000oOo0o0oooUooooo (o
000000000)00000ooooooooo
oboboooobooobooobooobooobooon
oboooooooooboobooooboooobo
gbooooooboooo

0 O OPotemkin [11] OO Collapsar D000 OO
gooobo Ip00D0O00b0OO0O0DbOObODOOOooOn
gPO00O00O0ODOO0ODOO0ODOOObOObOOO
oboooooooooobooobboooboooon
gboooboooboooboooboobogooon
ooooooooooooo Ip0OO0OOOODOO
gogobbooobboobbooobooobobg
goboobooo IpObo0boobobobooooa
oboooooooon

00 OSGNET [12] O O O Collapsard Potemkin
gbobooobooobooobbooboobogooo
gobobooboobobouoboobooboboo
ggobbooobbooboobbooobobag
ggbooboobouooobboooboboobo
obooooooooooboocooobooobooooon
gboboooboobobooooooboobogooo
gbooooobooooo

gobboobbobboobboboooboobg
ggobooobooobboooboboooboba
goooooooooooboooboooobooooo
gboooboooboooboobooboooooon
gbboboooboobooboobooboboooo
gogoboboobbooobbbooobobooobobg
ggoooobbooobbooobobooobobg
oboooooooooobooboobooooboogooon
obbooobooboooooobooboooon
gboboooboooboooboobooboooooo
0o0o0oIPO0000O0O0ODO0OO0ODODOOODOOOO
ggobobooobboobbuooobbooog
ggooogobobooobbooobboobood
oboooooooboooboobooboooon
gbboooboooboooboobobooboooo
gbboooboooboooboobboobogooo
OWebOODOOOODDODOOODODOODOODOOOO
ggoooboboboooooo

- 787 -



Suspicious

Malware

Malware

3. High/Low
interaction
monitoring

2.Blackhole
monitoring

—————— N
2]

{ Virtual Machine,

U lL.goboobobobobooboobbooboobooon

3 dubboooobobooad
ooooobobood

oobooooobooobooooboooboooooo
oboooboobOoooobooooboooooon
OO00o00o0oO00 WebODDOODOODOOODO
obooopoobooooobooooooboo Ip 0O
oooooooooooooooboobobooboon
oboboooOooooboobooobooooon

3.1 00

goooooooo0oo 100b0oooood
OO0Collapsar OO0 DO OODOOOODOODOOOO
goooobo0ooboobboooboooboooo
00 ((O 1: Low-int’ High-int’ Honeypot 0O 0 O
Blackhole Sensor) 00000000000 L300
000000000000 (O 1: Virtual Sensor)
0ooo0oobooooobooooobooobooa
gooboooboboooboboooboooboa
goboboobobooobbooobooobog
gobddoodooobobooooooboboog
00000 3000000 (0o POooon)
O VPNOOOOOOOOoooooobooooa
goboooooboooboooobooooobooa
goobooobooobbooobboobog
gooooooooooooboboobbooboog
oo

godddddoodooooobooboooooog
O0000(O0 1: Connection Manager) 000000
000000O0WebOOOOOOODODOOOODOO
0000000000000 00oo0n (O 340
O000)00000o0ooo0o IPOOOOOOOO
gooboooooobooooooobooooa

gobobooobooboooooboobobooo
ooooooooolpSO00DOODOODOOOOO
gboooooboboboboooobooooooa
gboobogbooobobguoboobobobaon
obooooocooobooboboboooooo
gboobooboooobobooo

3.2 0U00O0obObOogo

goboooboooboooboooooon
gbobooooobao

oboooo obobooboboobooooooo
obooobo0o L3ooboooooboooooon
gboooOooooooooooooooooooon
gboboooboooboooboobooboooooo
000o0o0o0oooOooDoog IPsecO OO VPN O
gbooooooooooooooboobooooo
obooooooooooooboooooooon
oboooooooobooobocooobooobogooon
goooo

0000 /000000000 0000000
00000000000000000000000
00000000000000000000000
000000000000000000000000
00000000000000000000000
0oo (11, 13) 000000000000000
000000 IPO0OODOOOOOOOOOOO
00000000000000000000000
00000000000000IPO0O0OOOOO
00000000000000000000000
00000000000000000000000
00000000000000000000 IPO

- 788 -



oooooooooooobooboooooooooog
ooboooobooboooboogobbooooooon
oobooobooobooobooobooooboooon
Web 0000000 0ODOOOOOOOOOOCOO
obooboobbooobooboobooooon
uoboobooooooboobooboooon
ooo

ooooooo oooooobooooooooo
uoboobooobooboobooboooon
uoboobooboobooboboobooon
oooooooooooooobobooboboooboo
ooboooo0ooo0oooobooobooooooon
ooboooboooboooboocobooobooooon
goboooooooooooooooooooon
oboobooboobobooboooooooon
oooooboOoooooooooboooboooo
ooboobooooooboooooboooboooon
oobooooO0oooboooboooboooboooon
ooooooooo

goooboao gboboobobooboooooo
oboooooooboobobobooooooooo
ooboobDo0oboooooobooobooooooon
ooboooboobooooooooooooon
goboooooooooooooooooooon
00000000 O0000ooooooon c&C
o000 WebOOOOODOODODOODOODO
oobooooboooboobooobooboooon
ooo

3.3 buooobbooogbobboad

oobooobooooooboobooooooon
obOooboobobOooboooobooobooo
oooooo0ooooo IpO0oO0ODOOOOO0DO
ubobooboobooobooooboooobooon
gooboooooooboooooooboooooooo

0000000  Potemkin [11]0 DenseShip [13]
00000000000000000IPO0000
00000000000000000000000
IPO000O0O0O0O0O0OOOOOOOOOOOODO
IPO00000O0O0OO0OO0OOOOOOONOOOOO0O
00000000000000IPO00O00000
00000000000000000000000
00000000000000000000000
00000000000000000000000
000000000000000

NAT OO gboobooboobooboobooan
oo00O000oO00oOoooo NATOOOOOOO
uoboobooooooboobooboooon
00 (0 2)0000000000000000000
NATOOOOODOOOOOOOooooooooo

gbogobooboobobobobooooooobo
gbooobooboooobbooboboboooa
obooooboooooboooo IpOOO0OOO
ooooo IpO000ODOOO0OO0DOOOOODO
gbooboobooooboooooobooog

192.168.c.1
(VPN Address)

the
Internet

133.243.a.b
(Global Address)

192.168.c.d
(VPN Address)

192.168.d.e
> ==
% Low-int
Translate {2 Honeypot!
133.243.a.b N
<> 192.168.d.¢,

192.168.d.1
(Private Address)

=) virtual
== Sensqy)

O 2. NATOOOODDO IPOOODOOOO

DHCP OO gooooooOo bHCpOOOO
obooooooooooobo Ip0oboOoboOoOoO
obooooobooooboooboobooobooon
boooboooobooboobooboooon
gbooooooooooboooooooooooo
OpO00DOOOO0O0ODOOOODOOOOODO
gboooooboooobooobobooogo

obooooooo ooooo osooooono
gbobooboobooobooobooobooboooDbo
oooooooooooooo IpO0OO0O0ODOO
0000000000 (0 3)00oooooooo
OoSOOoo0ooooooooooooooDooon
oboooooooooooboooboooboooon
gbooooboooooooooboooboooo
gbooooooooooooboooooooooo
oooooooooooboobboooooooo
oboooobooooooboobbooboooooo
O TcpoboODOOoOODDODOOOOOOOOO
goooOoooobooooooboooooboooon
gboboooboooboooboobooboooo
gboboooboooboooboooboobogooo
oboooobooooooooboooboooboooo
gbooooobooooooobooooooon

192.168.c.1
(VPN Address)
192.168.c.d 133.243.a.a
i, (VPN Address) (Gateway Address)
{133.243.2.0
Connection (¢ & Manager ‘ (Original Address)

the
Internet

133.243.a.b
(Original Address)

C ===

€y &y Low-intV
Forward % @Honeypo !
to 133.243.a.b

via133.243.a.a

03 0booooboboob Ip0O0OODO
goog

- 789 -



gbobobobobobobbobobonbodg
oboooooooboboooboobo IpooOoOoO
obooooOobooooboobooonog

3.4 0OUOO0O0OobOOOOOoOoOoOO

ooboooooooobooo Ip0b00oOobDOO
oobOoobooboobooooooooooon
ooboobOoooooboooooboooooon
gooobooooon

obooooobooo g
ODO000oo Ip0ODO0O00O00DOODOODOO
gboobooboooboboooboboon
gbogboobooobgooogd

ooooooooooon o
ooboooobooobooooboooo
goboooobooooboooboonod
goboooooboooboobooboooo
goboooooboooobboobobooono
oooobooooboobooon

goooboooog o
obobooobooboooboooonod
gbobobooboobobooboboan
gbooboboobaoboooboboan
ooogono

Web O00O000DOOOODOOOO O
Web OO0 OODOOODOOOODOOODOO
IpO00D0OOO0OO0ODOOOOOOOOODO
ooooboooooboooon

goooboooooog o
ooboobooboooboobooboooo
oobooooobooobooboobboooo
gobooooboooobobobooboobooono
ooboooooboooboooooboooo
ooooboooogoo

DDoS OO0ODODO O
00000 IPODOOCOODOOOOO DDoS
gobooooboooooobooboboooDo
oobooo0ooobooobooooobooooo
oobOoo0ooobooooboooboooonoo
oooobooooogooboo

goboooobooooboooboobooboooo

gobobooobooooboooooboooooo

gbogbooboboboooobobobonooo
OO0 IPO0O0OO0 (OO0 50000000000
0000000 Ip0O000O0O0)000OOOO
obooobOoooooobooog

4 0000

gobooooooooboooobooobooo
oooooooobooobboooboooooooo
oboboooobooboboooooooboooboooo
obooooooooooobooooboooboooon
gboooooooooooboooooooooon
gbooooooooooooooooooooo
oooooboobbooooooboooboooo
oboooooooooooooboooooooo
obooobooooooboooobooobooon
oboooooooooobooobooboooon
gboobooboooboobooboobooobooon
goboooggscogoboooobobooooon
ooo

4.1 0O000DOO0bOOobOOoOobOobOon
gbooogo

OO0ODO0OOWindows XPODODOOOOOOODO
000000000000 0000O0 Nepenthes [6]
gbboooboooboooboooboooooooo
oooooooooooobooboooboooo
obooooboooooooboobbobooboboooon
oboooooobooonbog 2011080 1600
o8t 200 10o000o00ocooooooooon
0000000 (booOoooooo)oooTep
ooboooobooooooboooobooooooo
gooooooooooon

o40000000000000O000O0O70O 1
ooobO 80O 200000000000000O TCP
gbooobooooooooooboooooooo
O00o0oDo0O0o0o0oooDoO0ooOonoonD24s 0
UIlpO0o00gooOoooboobOoOoboOoooon
gbobooooooboobobobooooboooboooooo
oboooooooooooboooboooboooon
ubob1000000b0o000boooooooon
gbooooooboboooboooboooobooooo
oopoooboobboobobooboboooobooooo
0000000 80 l600000000O)O
oooo010000 1,2000000000 TCP OO
gooooilecobooooboooobooooon
uboooboobooo s 1sobooooooon
ooooobooobooboooboooooooo
gbooooobooobooboboooobooo

Os500300 IpPOO0O0OOOOOOOOO
boooooooooboooboooobooooon
gbbooobooobooooboobooboooo
TCP OOOOOOOOOOOOOOOODDOOO
ooboooboooboooboooboooooooo
o0 100000000000 350 400000
oooooooO 400,000 0 500,000 00000O0O0O
bboooobooboobooboobogooon
gboooooooboo

- 790 -



0000 A . lon 5000
S
1% N N O P
LT R AR o
i w

10000
—s— WLyl av ¥ ()

——RABE (4) 5000

o Ry AV (15 BBHTY) ——RADHK(1SBEBHTY)

0

04 00000000000DQO0ODO00OO0
oo

800000 —— WA () R ) b
e BEXT YAV (15 BBBITE) ——RER (5 BBHTY)

60
600000 A\ K A A A

o IRV AW Y| N1 VAV G
S YA P oS VAR I Va v N T
I VAT Vi
N AW WAV
N

0

700000

_,__,..
{
e

0o 0oboboooooobobooon
oo

4.2 00

200000000000O000O000O0040 500
goobooooooboooooolsooooooo
oboobboobooooooooooooon
ooboooboooobooobbooboooboooooon
oobooobooboooboocoboooooooon
uoboobooooooobooobooboooon
uobooobooboobooooboooooon
oboobooboobooooooooooon
oobooobbooooogooogooooooooon
ooooOoobooboooboooboooboooon
oood

goboooboooooboooobooobooaoo
ubooooooboobgoisoo0000oo0an
ooboooboooobooooboooobobooooooon
oobooobooooooobobooooboooooon
Ooo0ODO0000Oo0ooooooowebDOOO
uoboobooooooboooboooboooon
uoboobooboboobooobooboooon
uboboobooobobooobooobooooon
obooboooboboobooobobooooobooo

gboooooboooboooboooobooooooo
gooooooooooon

5 Hoggg

gobooooboooboooboobooobooo
doooooboobooooboooooooooon
dddddoooooooooooooooooo
oboooooooooboooooboooboooon
oboooooooooobooobooboooooon
bbooobooobooobocooobooooboooobo
goboobooboooboooboooooooo
obooooboooooooobooboooboooo
obooooboooooobooobobooboooon
obooooooooooboooobobooboooon
gboboooocobooboobobobobooog
gbobooboobobooooooboobogooo
oooooooboboooboboogo 4200000
oboooobooooooboobbooboboooon
oboooooooooboooboooboobooon
gbooooboooboobooboooboooon
gbooooooooooooooooobooooon
goboooood

good

[1] WOMBAT : Worldwide Observatory of Malicious Behaviors and
Attack Threats. http://www.wombat-project.eu/.

[2] PREDICT : the Protected Repository for the Defense of Infras-
tructure Against Cyber Threats. http://www.predict.org/.

[3] SANS Internet Storm Center. http://isc.sans.org/.

[4] F. Pouget, M. Dacier, and V.H. Pham. Leurre.com: On the
Advantages of Deploying a Large Scale Distributed Honeypot
Platform. E-Crime and Computer Conference (ECCE’05), 2005.

[5] K. Nakao, D. Inoue, M. Eto, and K. Yoshioka. Practi-
cal Correlation Analysis between Scan and Malware Profiles
against Zero-Day Attacks Based on Darknet Monitoring. IEICE
TRANSACTIONS on Information and Systems, Vol. 92, No. 5,
pp. 787-798, 2009.

[6] Nepenthes Development Team. http://nepenthes.carnivore.it/
contact.

[7] D. Moore. Network Telescopes: Tracking Denial-of-Service At-
tacks and Internet Worms around the Globe. In 17th Large In-
stallation Systems Administration Conference (LISA’03), 2003.

[8] M. Bailey, E. Cooke, F. Jahanian, J. Nazario, and D. Wat-
son. The Internet Motion Sensor: A distributed blackhole mon-
itoring system. In Proceedings of the 12th ISOC Symposium on
Network and Distributed Systems Security (NDSS), pp. 167-179.
Citeseer, 2005.

[9] L. Spitzner. Know your enemy: Genii honeynets, 2003.

[10] X. Jiang and D. Xu. Collapsar: A vm-based architecture for
network attack detention center. In Proceedings of the 13th
conference on USENIX Security Symposium-Volume 13, pp. 2—
2. USENIX Association, 2004.

[11] M. Vrable, J. Ma, J. Chen, D. Moore, E. Vandekieft, A.C. Sno-
eren, G.M. Voelker, and S. Savage. Scalability, fidelity, and con-
tainment in the potemkin virtual honeyfarm. In ACM SIGOPS
Operating Systems Review, Vol. 39(5), pp. 148-162. ACM, 2005.

[12] C. Leita and M. Dacier. Sgnet: a worldwide deployable frame-
work to support the analysis of malware threat models. In Sev-
enth European Dependable Computing Conference, pp. 99-109.
IEEE, 2008.

[13] 00000, 000, 0000. Dense ship: 0000000000000
000000 (00000000000000). 0000000000000
0, Vol. 111, No. 82, pp. 63-68, 2011.

- 791 -



