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Abstract In this paper, we propose a malware sandbox analysis for efficient observation of remote exploits by
malware. In the method, a to-be-tested malware sample is executed on the primary victim host in a sandbox,
and then packets from the infected host to vulnerable ports such as 135/tcp and 445/tcp are properly directed
to each of multiple secondary victim hosts running different versions of OSes and network services. We
implemented the proposed method, evaluated it with malware samples in the wild, and confirmed that we can

observe more remote exploits using our method.
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