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Abstract Android application is distributed as a zip formatted file that contains
execution and resource files. Android malware is built by injecting a malicious android
application into a legitimate application package. File name and/or extension of
malicious application are obfuscated in order to avoid anti-malware tools. In this paper,
we propose a detection technique of Android malware included another application,
which focuses attributes of files within an application package. Our idea is designed on
an assumption that a legitimate application does not contain another application. We
implement the detection system and evaluate the detection ratio to indicate a validity of
Android malware detection.
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