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Abstract

In cognitive radio networks, primary user emulation (PUE) attack is a denial-of-service (DoS)
attack on secondary users. It means that a malicious attacker send primary-user-like signals
to jam certain spectrum channels during the spectrum sensing period. Sensing the signals, the
legitimate secondary users will regard these channels are used by the primary users, therefore
do not use the corresponding channels. The interaction between the PUE attacker and the
secondary user (defender) can be seen as a two-player zero-sum game. The attacker (defender)
randomly choose the probability for jamming (sensing) a certain set of spectrum channels. In
the real case, the sensing will repeat every 6ms, so the attacking (sensing) can be viewed as
a continuous time attack-defense process. We utilize differential game theory to analyze this
time-continuous attack/defense scenario. The Nash equilibrium is deprived, and the optimal
anti-PUE attack strategy is obtained.

1 Introduction
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dios to sense and learn form their spectrum
environments. The cognitive radio networks
offers various technical to solve the conflict be-
tween the limited spectrum resources and the
increasing demand for wireless services. This
cognitive radio networks consist of two kinds of
users: primary user and secondary user. Pri-
mary users are those who are licensed to access
the spectrum channels, while the secondary
users can opportunistically utilize the channels
after they sensed the primary user is idle. Cog-
nitive radio is a key technology that leading us
to the next generation networks (xG).

In cognitive radio networks, to interrupt the
spectrum sensing and using, the malicious at-
tackers can launch various of attacks in dif-
ferent layers. Among these attacks, the pri-
mary user emulation attack is more danger-
ous. In primary user attack, the malicious at-
tacker send jamming signals which have the
same characteristic as the signals from the pri-
mary users. On detecting the jamming sig-
nals, the legitimate and selfish users can not
distinguish them from the signals sent by the
primary users, which is actually a false alarm.
As a result, these normal users will quit the
spectrum band, and choose other bands.

For mitigating primary user emulation at-
tack, Chen and J.M Park proposed a proactive
detection scheme[3]. The attacker is identified
by comparing the received signal characteris-
tic. Their approach is on the assumption that
the attacker’s transmission power is consider-
ably less than the primary users. Beibei Wang,
et.al proposed a stochastic game based spec-

trum sensing and reserving scheme[2]. Minimax-

Q learning scheme is used for the secondary
user to find their best strategies. Husheng Li
and Zhu Han proposed a passive anti-PUE ap-
proach. In their approach, the strategy for the
attacker (secondary) user is to randomly jam
(sense) a subset of spectrum bands, and de-
fender can avoid PUE attack by random fre-

quency hopping. Their scheme is under the
assumption that the attack will repeat limited
times and there are not too many frequency
bands.

In the previous PUE attack/defense games,
the authors mostly assume the game is in dis-
crete time horizon. However, in the real case,
every 6ms, the secondary user will sense the
spectrum|[7]. On the contrary, the attacker will
also attack the spectrum frequency every 6ms.
As a result, the attack-defense game can be
seen as a infinite round game in continuous

time horizon.

1.2 Challenging Issues

(1)Most of the previous works on security
issues in cognitive radio networks only provide
qualitative analysis about countermeasures, but
they neglect that the cognitive attacker has
the capability to adjust their attacking strat-
egy. When the attackers change their attack
strategies, the situation will inevitably become
more complicated and server.

(2)The the secondary user will sense the spec-
trum every 6ms[7]. With in a single day, the
attack may happen tremendous times. As the
time interval becomes so small, the long-term
repeated attack/defense game can be seen as
time continues. Previous game theory based
solutions only focus on discrete time instance,
however, how to deal with such continuous
time case is a open problem.

1.3 Main Contribution

(1)Sticking to the first challenging issue, to
properly analyze the changing attack strategy,
we utilize game theory to construct the model
for the interaction between the PUE attacker
and the defender(secondary user). By using
game theory, we derived the optimal attack
and defense strategies(Nash equilibrium), and
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indicate the best attack/defense strategy for
both the attacker and the defender.

(2) We utilize the differential game to ana-
lyze this time continuous PUE attack. Based
on the differential attack game model, we find
the Nash equilibrium by optimal control the-
ory. The advantage of our differential attack-
defense game model is that it provides a gen-
eral analyze framework, and can be well solved
by existed theories.

2 One-Shot PUE Attack Game

We consider a cognitive radio network, which
consists of one primary user (PU) and multi-
ple secondary users (SUs). The secondary user
can sense the spectrums, if the primary user is
not busy, the SU can access the spectrum op-
portunistically. Besides the PU and SUs, sup-
The
attackers pretend to be the primary user, and

pose that there are multiple attackers.

send signals into various of channels. If the
secondary use senses that the PU is busy in
the channel 4, it will give up using channel .
We first consider the single round PUE at-
tack.
the PUE attackers and the secondary users.
We define © be the set of channels that are
jammed by the attacker, and |©] < L. We de-
fine Q) be the set of channels that are sensed by

In this attack game, the players are

the secondary users. Since the attackers can
not attack all the channel at the same time,
and the secondary users can not sense all the
channels at the same time, we define the at-
tacker will attacker the set of channels |©| with
probability u(0), and the secondary user will
sense the channels 2 with probability v(€2).
The probability for a certain channel i is
sensed by the secondary users is u(2), while
the probability for this channel i is not at-
tacked by the attackers is 1 —v(0). Therefore,
the total probability that channel ¢ is sensed
by the secondary users, and not attacked by

the attacker is defined as:
(1 —v(2)) - u(©)

Taking into consideration the probability for
the primary user to appear tin the channel i is
pi, the overall probability that channel ¢ can be
well utilized by the secondary user is derived
as:

pir (1 = v(Q)) (u(©))
Note that K is the total number of all the
channels. Then taking into consideration of
the probability above, we can define the utility

for the secondary users as:

K
Us(oa,op) =Y pir (1= 0(Q)) - u(O)
=1

3 Equilibrium for One-Shot
PUE Attack Game

In game theory, for the zero-sum two player
game, the Nash equilibrium can be solved by
using the min-max rule. The min-max rule,
in the field of network security, is the defender
first look the maximum damages that an at-
tacker can cause, and then tries to minimum
this maximum damages. For the attacker, it
first look the maximum utility that the sec-
ondary user can reach, and then minimize this
possible maximum utility.

The attacker’s optimal strategy is derived
by using:

og = Arg max Igin R(oa,05)

And the secondary user’s optimal strategy
is derived by using:

o) = Argminmax R(o4,09)
oA OD

To obtain the result of o5 and o7, we can
use similar approach. The secondary user’s
utility function is a linear function of its strat-
egy u(0) . Because the attacker wants to mini-

mize the utility of the secondary user, it should
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make some 1—v(€2) = 0, which means it should
attack a certain set of channel ¢} with proba-
bility 1. To minimize the value of Ug(o4,0p,
the attacker should choose the set of channels
which have the largest value of u(0). Because
both the attackers and the secondary users
are rational, and they can predict the possible
strategies of the opponent. In the view of the
secondary user, it can predict the fact that the
attacker wants to attack those channels which
have the largest value of u(©), therefore, its
best strategy is to make the probability for
sensing each channel equal. If not, the set of
channels which has the largest value of u(O)
will be definitely attacked.

According to the statement above, accord-
ing to the min-max rules, the optimal strategy
for the secondary user is:

_ G
Dbir

Ui

where (1 is a constant.

Because the probability for sensing the dif-
ferent channels is a probability distribution over
the different K channels, we have the following

constrains:
K

Therefore, by combining the above two func-
tion, we can get the formalized strategy for the
secondary user, which is denoted as:

a1

u; = pi1

K
2.
i=1

Q

1
il

i

On the contrary, by using the similar ap-
proach, we find the optimal strategy for the
attacker, which is denoted as:

- o) =2

ico pit

And these u; and v; forms the Nash equi-
librium for the single stage PUE attack game.

In this equilibrium, neither the secondary user
nor the attacker wants to unilaterally change
its sense (attack) strategy. Because if it devi-
ate from the Nash equilibrium, its utility will
decrease. The Nash equilibrium is just the sta-
ble point of the one-shot primary user emula-
tion attack.

4 Multi-Round PUE Attack

Game

In the last section, we investigated the one-
shot PUE attack. However, the one shot at-
tack is not corresponding to the real scenario.
According to the previous researches, in the
real circumstances, the cognitive radio sensing
may happen every 6ms. That mean within one
day, the spectrum sensing may already repeats
many times. Since the spectrum sensing re-
peats within very shot period, and it repeats
many many times, it can be viewed as infi-
nite times repetition of the spectrum sensing.
On the other hand, for the PUE attackers, be-
cause the secondary user senses the spectrum
every 6ms, to maximize its own attack effect,
the attackers may also send jamming signals
Therefore, the
PUE attack game may repeat huge number

to the spectrum every 6ms.

of times within one day. It is better to see
the attack game as time-continuous. And we
will utilize the differential game to analyze the
multi-roudn PUE attack.

We define the state of the game as : x =
(1, .oy T, ..., x7), Where each z; is the states
of the PUE attack game at time instance t.
And we denote i; as the changing rate of the
variable x; at time instance t. &; is subject to:

(1) How many spectrums are not used by
the secondary users: K — z; + A Where K is
the total number of channels. A is the number
of spectrum that released by some secondary
users at time instance t. X is with respect to
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the Poisson process:
e At (\dt)
k!
(2) @ is also subject to the strategies of the

P[(N(t+dt)) — N(t) =k| =

secondary users and the attacker. As we de-

noted before, % u” is the total probability

for the channezl:%n to be sensed by the sec-

ondary users. f:lv;” is the total probability
o

for the channel m to be attacked by the at-
tacker. Therefore, the probability that chan-
nel m is sensed by the secondary user but not
attacked buy the attacker, is defined as:

N L

Dol x (1= o)

i—1 j=1

According to the above two conditions, the

changing rate of x; at time instance ¢, is de-

fined as:
. (M—IH‘)\) N m m
Tt =) 1 Do u x (1= 32 vl
i=1 j=1
o = 0

This is the changing rate of the number of
spectrum that is available to use for the sec-
ondary users. In the cognitive radio network,
the most important resource is the availabil-
ity of the spectrum. Thus, for the secondary
users, this criteria can be viewed as its util-
ity. The changing rate of x; can be seen as
the changing rate of the secondary user’s util-
ity at a certain time instance t. If we consider
the life time of the cognitive radio network,
between [0, T, the long term overall spectrum
availability for the secondary users can be de-
fined as a integration of the changing rate of
the availability of the spectrum, during time
period [0, T7: fOT:z:tdt.

5 Equilibrium for Multi-Round
PUE Attack Game

Based on this spectrum availability, we de-

fined the overall utility for the secondary user

as:

Js(p,w) =

T T
/ Jl‘tdt — O[/ ,U,tdt
0 0

where « is related to the power consuming for
sensing the spectrums. The secondary user
wants to maximize this utility function.

and we also define the overall utility of the

T T
/ [L‘tdt + ﬁ / wtdt
0 0

where (3 is related to the power consuming for
The attacker

attacker

Ja(p,w) =

jamming a certain spectrums.

want to minimize this function.
For analysis, we define a integrated utility

function for the jamming attack game as:

T T T
/ Tidt — a/ pedt + B/ wdt
0 0 0

Define ® as the policies set of the secondary

G(p,w) =

users, ¥ as the policies set of the attacker, then
we define: p* € ® and w* € ¥ as the saddle
point policies for the jamming attack game.
For the secondary user, it wants to maximize
the above utility function, and for the attacker,
it wants to minimize the above utility func-
tion. Therefore, we come to another min-max

problem:

V= in G
max min G(1, )

V = mi G
Y = migmax (1, w)

From these two functions, we can get p*
which is the optimal strategy for secondary

users if max min G(u*,w) is satisfied; while w*
pned wevw

is the optimal strategy for the attackers if the

rule min max G(u,w*) is satisfied.
we¥ ped

According to the utility function, and the
changing rate of x;, following the standard deriva-
tion of open-loop saddle point solution for Nash
equilibrium, we have the single Hamiltonian:

H(u,v;x,p) = —au+ Bv + pu(l —v)
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which will be maximized over u € [0, 1]. Here p
is called co-state coefficient, and it will satisfy
the following equation:

OH

S =pu(l = v), p(T) =0

p=

For the Hamiltonian function, the secondary
user wants to maximize it, while the attacker
wants to minimize it. If there exists a saddle
point solution (u*,v*), which satisfy:

max H(u,v*;x,p)

u€l0,1]

= min H(u*,v;z,p) = H(u*,v*;2,p)

v€[0,1]

This saddle point is the Nash equilibrium of
this differential game, which maximizes the
value of H(u,v;z,p) over u € [0,1] for each
v € [0, 1], and minimizes it over v € [0,1] for
each u € [0, 1], we get the final solution.

6 Conclusion

The primary user emulation attack put se-
vere security threat to the secondary users in
the cognitive radio networks. The primary
user emulation attackers can intelligently choose
various of channels to jam, trying to minimize
the usability of the free spectrum. The sec-
ondary users can also adjust their strategies
for sensing the spectrum. The interaction be-
tween the attackers and secondary users can
be modeled as a two-player zero-sum game.
We analyze the single round attack game, find
the Nash equilibrium which is the stable point
for both the attacker and and the secondary
users. We also extend the single round attack
game into time continuous multi-round attack
game. By utilizing the differential game the-
ory, we find the equilibrium of the multi-round
PUE attack game. The result can be used to
guide the secondary users to defend against
the primary user emulation attack.
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