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Abstract Trust management has been recently suggested as one effective security mechanism for dis-
tributed systems, and is a promising new approach to solve the security challenges in wireless sensor
networks. In this paper, we propose a novel, integrated trust management mechanism for the cluster
wireless sensor networks (WSNs), and analyze the optimal decision making policy by using game theory.
First, the upstream/downstream joint monitoring scheme is implemented. Then the local trustworthiness
and global trustworthiness are derived. Finally, we analyze the interaction between the attacker and the
cluster head by using game theory, and define the optimal trust policy based on the analysis result.

et al. propose the Data trust and Communication
trust [6]. Lin et al. introduce Hybrid Trust base on
Soft Trust and Hard Trust. These two works take
into consideration of the veracity of data, connec-
tivity of path, processing capability of node, and

1 Introduction

1.1 Background and Related Works

Wireless sensor networks (WSNs) are collections

of wireless sensors that are autonomously distributed
to gather data from their surrounding environments,
to report the changes to data processing center
[2]. In WSNs, trust management is becoming a
new methodology to solve the challenging issues for
communication and networks security [1, 2, 3, 4, 5].
The notion trust management is first coined by
M. Blaze et al. in [2]. In the literature, many au-
thors address the issues of trust definition in differ-
ent scenarios for wireless sensor networks. Momani

service level of network services. G. Saurabh et al.
present a reputation based framework for data in-
tegrity for wireless sensor networks. Their scheme
considers information which is collected by each
insider node running the Watchdog mechanism to
monitor the neighbors [8]. E. Aivaloglou et al. pro-
pose a hybrid trust and reputation management
protocol by integrating certificate based trustwor-
thiness and behavior based trust.
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1.2 Challenging issues

Based on the special attributes of trust manage-
ment for wireless sensor networks, and the previous
works on this field, the unique challenging issues
for establishing the trust management for wireless
sensor networks mainly fall into the following cat-
egories:

(1) Low Cost Trust Observation and Exchange.
In WSNs, if the monitoring scheme is always run-
ning, the stringent power will be rapidly consumed.
Besides, if the trust information exchange scheme
requires too much communication, it will become
a burden to QoS [2, 8]. Therefore, light weighted
insider behavior monitoring scheme, and efficient
insider information exchange scheme are essential
for a more effective and low cost trust management
mechanism.

(2) Trust Management Mechanism against In-
sider Threats . The attack by the outsiders may be
prevented by crypto-based solutions [8, 9]. How-
ever, as the insider attackers are inside the net-
work, and have access to the public/private key
systems, they can bypass crypto based secure line
[7]. Therefore, to design an effective detecting mech-
anism, we should implement methods other than
cryptographic solutions.

(8) Policy and Decision Making for Trust Man-
agement. The final step of trust management is to
make a decision about what kind of priority will be
authorized to the insider nodes, according to cer-
tain decision-making policies. How to make these
policies have always been a key problem for trust
management, and it deserves a comprehensive the-
oretical and mathematical analysis.

1.3 Owur Contribution

(1) An integrated trust computation and ex-
change mechanism is implemented. Comparing with
previous local reputation based schemes, our in-
tegrated trust computation will increase the ac-
curacy and effectiveness of trust computing and
exchanging. Moreover, since only the destination
nodes need to submit the local trust to the cluster
head, this protocol does not require hight commu-
nication cost.

(2) We analyze the interaction between the in-
sider attacker and the cluster head as a repeated
trust game with mixed-strategy. The final security
policy is to classify the insiders into different trust
levels. And this policy is defined according to the
game equilibrium.

2 Trust Exchange Protocol

2.1 Local Trust Computation

During the time window TW (¢), each sender
nodes will send several check packets through route
x to destination D. In the check packet, for each in-
sider node v,,, there are two categories of opinions:
the opinion about packet dropping, and about packet
tampering. We first consider the packet dropping.
The upstream node v,,_1’s opinion on node wv,,
about packet dropping is defined as:

nd(v'm)
nf(Um) 41t (vm)+n4(vm)

C}L‘p(Umflv Um) -

where ny(vy,,) denotes the number of packets that
node vy, forwards to v,,+1 and monitored by v,_1
by using Watchdog; ni(v,,) denotes the number
of packets being tampered by v, and successfully
observed by v,—1, ng(v;,) denotes the number of
packets being dropped by v,,, and observed by v,,_1.

We then investigate downstream node vy,41’s
opinion on v, about packet dropping, which is de-
noted as Cji,ow”(vmﬂ,vm). In the check packet,
the attached number of packets that v,, receive
from vp,—1 i Ny (Vm—1,m), and the number of
packets that v,,11 received from vy, i8 - (Vim—1, Um )-
Then C%“™ (vy, 41,V ) can be recorded as:

O (O, vm) = 1 = Rzftmtonsid,

On receiving the Check Packet which contains the
opinions CpF and C%*", the destination node D
will calculate the route x’s opinion on each insider
node about how they behave on packet dropping:

Cr(m) =k x C(Vm—1,Um)
+(1—r)x C;i?own(vm-i-lvvm)

k and 1 — K are the weights of upstream and down-
stream nodes’ opinion about insider v,,, respec-
tively. Larger Cr(m) indicates v,, drops more data
packets between every two check packets.

Besides the opinion about packet forwarding, an-
other item observed is the ratio of packets that
have been tampered by the insider v,,, which is de-
noted as C7”(vy,). The upstream node v,,—1 can
observe the packet tempering behavior of node v,,
by using Watchdog. C3P(v,,) is defined as:

n¢ (Vi)
nf (Um) e (V) +1a(vm)

C;’p (vm) =

After the destination node D receives the check
packet, it will generate C(m) to denote the route
x’s opinion on insider v,, about packet tamper-
ing. Note that Cp(m) = C7(v,). The local trust
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value from route x for an insider node m is denoted
as Ttocal which consists of two parts, one is trust
for packet tampering and the other one is trust for
packet dropping:

N
TLo¢!(T) = 3% RTym (i) x plop/NE,
Ve
Tlocal (D) = S RDyp (i) % [12cp/NE,
7

where RD ., (7) (or RT ., (7)) is the value of Cr(m)
(or C(m)) corresponding to the i-th check packet,
plep and p2., are the discount factors of trustwor-
thiness which mean the decaying of trust over time.
N¢, denotes the total number of check packets gen-
erated along route x during time window TW (t).

2.2 Global Trust Computation

Let © denote the set of all the IV routes which
contain the insider m in the window TW(t), and
z € Q be one route. Let H(x,m,t) denote how
many times that insider m has forwarded packets
for route = during TW(t). Therefore, the total
number of times that insider m has been used in
TW (t) is recorded as H(m,t) = > .o H(x,m,t).
Let Ttcl(;) € [0,1] denote the local trustworthi-
ness of insider m towards the view on the route =z,
where ¢ can be Packet_Tamper or Packet_Drop.
After these, the global trust value can be defined
as a function of 709 (i) and H(z,m,t):

. H(x,m, ocal (;
T(i) = Cpen | s x Thoeol (i)

where ¢ € {T,D}. The value of the global trust
measures a generalized trustworthiness of an in-
sider m in the view of all routes, during the last
time window TW (t). Based on this global trust
values during the past TW (t), the cluster head will
classify the insider nodes into different categories
(e.g., Legitimate, Suspicious or Malicious).

3 Trust Game Model

In the last section, the global trust value is de-
rived. Based on this global trust value of each in-
sider nodes, the cluster head need to make a se-
curity decision. This decision should be on the
foundation of security analysis. In this section,
we analysis the interaction between the attacker
and the cluster head, and define the security poli-
cies for the WSNs. In clustered WSNs, the game

Legitimate (N.L)

Normal  Cluster Hpffd  gspicious (Nés)

(N,M)

Malicious
Legitimate (D.L)

Insiggr Drop Packet J/ Suspicious (Dés)

1 : \\Malicious (D,M)

Legitimate (TL)

Tamper Packet|,| / Suspicious (Tés)
2:1 (T.M)

Malicious
0 1: Extensive Form of Trust Game

is between any one of the insider attackers who
takes attack strategies, and the cluster head who
makes decision on how to classify the insiders based
on the global trust values. The attacker wants to
bring damage to the network, and the cluster head
wants to prosecute the attacker out. The loss of
the network system is the same as the gain of the
attacker. Therefore, we model the game as zero-
sum non-cooperative game [11].

3.1 Trust Game Construction

Fig.1 portrays the one-shot trust game between
the insider and the cluster head. This game is il-
lustrated as a tree in which the attacker takes its
attack strategy first and the cluster head takes the
defense strategy in succession after the attacker.
The red node at the root denotes the insider, and
1:1 means the first move of the first insider node.
The insider node may take any one of the 3 strate-
gies: Behave Normally (N), Drop Packet (D), and
Tamper Packet (T), which are presented by red
lines starting from the root. Similarly, the cluster
head’s moves start from a blue node, and 2:1 means
the first move of the cluster head. The cluster head
can make 3 kinds of decisions: Trust the insider,
classify it as Legitimate (L), Semi-Trust the insider,
consider it as Suspicious (S), and completely dis-
trust the insider, classify it as Malicious(M).

3.2 Trust Game Outcomes

In the game tree illustrated in Fig.1, we can see
that, the attacker first choose its attack strategy
(red lines), then the cluster head choose the de-
fense strategy (blue lines). At the end of the game
tree (leaf nodes), the game will come to nine pos-
sible outcomes. At each different outcome, both
the attacker and the defender may receive a re-
ward. The outcomes of this game are: (N, L):
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Insider node behaves normally, and cluster head
trusts the insider, classify it into legitimate mem-
ber; (N, S): Insider node behaves normally, but
cluster head mistakenly semi-trusts it, and classi-
fies it as suspicious insider; (N, M): Insider node
behaves normally, while cluster head makes an er-
ror, distrusts it, and classifies it as malicious at-
tacker; (D, L): Insider node drops packets, but
cluster head considers the drop as due to channel
problems, classifies the insider as Legitimate Mem-
ber; (D, S): Insider node drops packets, and clus-
ter head correctly semi-trusts it, classifies it as sus-
picious and requires further observation; (D, M):
Insider node drops packets, and cluster head dis-
trusts it, severely classifies it as malicious and iso-
lates it from service; (7, L): Insider node tam-
pers some packets, but cluster head makes an er-
ror, wrongly trusts it, and regards it as legitimate;
(T, S): Insider node tampers some packets, while
cluster head classifies it as suspicious and requires
further observation; (7', M): Insider node tampers
some packets, and cluster head regards it as mali-
cious and isolates it from service;

The corresponding payoff for the insider at each
of the outcomes is denoted as Uy, (u, v), where u €
{N,D,T} is the strategy from insider, and v €
{L,S, M} is the strategy from the cluster head.
Since in the network, the attacker’s gain is the the
network’s loss, therefore the utility of the network
is Up(u,v) = —Up(u,v), which indicates a zero-
sum game [12]. We illustrate the utilities as the
matrix in Table.1, in which the U, (u,v) may vary
in different application scenarios [8].

4 Trust Game Equilibrium

The key point in the game analysis is the Nash

equilibrium. We explore the Nash equilibrium points,

the outcome in which neither the insider nor the
cluster head wants to unilaterally change its strat-
egy. Otherwise, the change will only lead to its own
utility degradation[11, 12]. In the field of network
security and trust management, a security analysis
deserving its name is a min-max method that the
defender first looks at the maximal damage that
an attacker can cause for a specific defence, and
then searches for the defence that minimizes the
maximal damages[5, 12]. This min-max decision
rule, in zero-sum game theory, is well known as
the necessary and sufficient condition for the Nash
equilibrium[11].

We utilize the min-max rule to approach the
Nash equilibrium. Taking into consideration the
payoff matrix in Table 1 and the Joint distribu-
tion of mixed-strategy matrix in Table 2, the trust

game’s Nash equilibrium (s, (p, q), sk (z,y)) is re-
stricted to the following function set:

S;kn (pa Q) = arg sng)nq) SH(I;D;) En (Sn(xv y)a Sm (p7 Q))v

sp(x,y) = arg max  min By, (sn(2,9), $m(p; ).
Sn (wﬂ/) Sm (p7Q)

where s,,,(p, ¢) and s, (z,y) are the mixed strategy
of attacker and cluster head, respectively. Further-
more, s)(z,y) denotes the dominant mixed strat-
egy in which the value of x and y will bring the net-
work with the optimal utility. s}, (p, ¢) denotes the
optimal mixed strategy of the attackers. Consider-
ing utilitys at each outcome, E,, (s, (z,y), $m(p,q))
is the overall utility expectation in the status that
attacker chooses the mixed strategy s, (p, ¢) while
cluster head chooses the mixed strategy s,(x,y).
This utility expectation is calculated by the math-
ematical expectation over the utility matrix from
Table 1, taking into consideration of the mixed
strategies in Table 2.

According to [11], every finite strategy game has
at least one mixed strategy Nash equilibrium. Given
the real numbers of the elements in Table 1, the
above min-max function can be easily solved by
nonlinear optimization method. Then the values
of p, ¢, * and y can be derived. The values of p,
q, and 1 — p — g are the thresholds for the global
trust values T}, (¢) according to equation (6). Com-
paring with the thresholds p, ¢ and 1 — p — ¢, if
T (Packet _Tamper) is higher than (1 — p — q),
the insider m should be considered as malicious;
if T,,,(Packet_Drop) is higher than ¢, the insider
m should be at least viewed as suspicious. As the
time window T'W (t) changes, the strategies of both
the attacker and the cluster head will also change,
this is about the evolution of the trust game, which
will be discuss in the next subsection.

5 Trust Game Evolution

Since the communication of the network goes on,
there are multiple time windows, the trust game is
extended to multi-stage repeated game. We uti-
lize the Quantal Response Equilibrium (QRE)[10]
which is a generalization form of multi-round game
Nash equilibrium to analyze the evolution of this
trust game. The QRE is calculated by the follow-
ing equation:

Pk = exp(AX BUF(P_,))
i > exp(AXEU™(P_;))

where PF is the probability for player choosing

K2

strategy k, For the attacker, Pi’~c can be p, q or
1 — p — q. While for the defender, P* can be z, y

K2
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O 1: Different Payoffs for Network at Different Outcomes

Strategy Trust Semi- Trust Distrust

Behave Normally — Up(N, L) Un(N,S) Un(N, M)
Drop Packets Un(D, L) Un(D,S) Un(D, M)
Tamper Packets — Uy(T, L) Un(T,S) Un(T, M)

O 2: Different Payoffs for Network at Different Outcomes

Strategy Trust Semi- Trust Distrust

Behave Normally px pYy p(l1—z—vy)

Drop Packets qx qy q(1 —z —vy)
Tamper Packets (1-p—q)x (1-p—q)y (1-p—q)(1—2—y)

or 1 —x —y). BEUF(P_;) is the expected utility to
player i of choosing strategy k given other players
are playing according to the probability distribu-
tion P_;. In the trust game, EUF(P_;) is equal
to Up(i,7). Larger A indicates that the players be-
come more rational, and are more eager to take
Nash equilibrium strategies.

We consider two kinds of attackers: 1)Smart in-
sider attackers who are rational, prefer to protect
itself, hide in the network and launch long-term at-
tack; 2)Naive insider attackers, who are irrational,
and want to launch severe attacks even taking the
risk of being detected. Following the utility pref-
erence ordering method [13], the smart attacker’s
preference sequence of all the potential 9 outcomes
is: (T,L) > (D,L) > (T,S) > (D,S) ~ (N,L) ~
(T,M) > (N,S) > (D,M) > (N,M). On the
contrary, the naive attackers will give more im-
portance in bringing damage to the wireless net-
work systems, than protect themselves. There-
fore, its preference sequence for the potential out-
comes is: (T,L) > (T,S) > (D,L) > (D,S) ~
(N,L) ~ (T,M) > (D,M) > (N,S) > (N,M).
Also following the method in [13], the example util-
ities U, (i,7) are defined. Then by using the tool
GameBit [14], the QRE of the repeated trust game
is derived.

In Fig.2 the red lines indicate the evolution of
the strategies of naive attacker. The repeated trust
game starts with equal probabilities (0.33) for each
strategy. With the increase of TW (t), the trust
game also repeats. In Fig.2(a), the naive attacker’s
probability for normal behavior (N) decreases faster
than the smart attacker. In Fig.2(c), the smart
attacker slowly increases its probability for tam-

pering packet, to avoid being detected, while the
naive attacker have less fear of taking risks, and is
more eager to tamper packets. From this, we are
aware of that the smart attacker are more tricky
to avoid being detected. Any insider whose strat-
egy trajectories locate on the left of the red lines,
should be classified as malicious immediately; Any
nodes whose trajectories is on the right of the blue
lines, can be considered as legitimate temporarily;
And those nodes whose strategy evolution trajec-
tory between the red and blue lines, should be at
least viewed as suspicious.

6 Conclusion

We proposed an integrated trust management
mechanism for clustered wireless sensor network.
The behavior of insider nodes are observed by a
light weight upstream/downstream joint monitor-
ing scheme. The opinions from the monitors are
then calculated to get the local trust value. Lo-
cal trust values are then submitted to the cluster
head, and the global trust is generated according
to our trust calculation and exchange algorithm.
After that, the threshold for the global trust, is
analyzed by a mixed-strategy repeated trust game.
The analysis not only considers static case in which
the trust game only runs one-shot, but also extends
the attacker-defender trust game to a repeated sce-
nario. The optimal trust policy is made based on
the mixed strategy game analysis. By using this
trust management mechanism, it is possible for the
WSNs to reduce the potential damage from the
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malicious and suspicious insider attacker to mini-
mum. Our future work is to implement this trust
management mechanism, and design an effective
intrusion detection system for WSNs.
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