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Abstract Caused by recent spread of the Internet, IPv4 addresses which have been
allocated to Japan was depleted in April 2011. Therefore, it is considered quick
transition to IPv6 which has various advantages such as large increase of the number of
IP addresses. However, the attack technique is discovered at the same time, and quick
countermeasure is required. One of such attack techniques is unjust RA (Router
Advertisement) attack by spoofing to the router in the address automatic allotment. In
previous studies, we proposed and implemented simple filtering program in the client PC
side against spoofing using the priority of RA. In this paper, we suggest further attack
possibility, propose and evaluate the countermeasures to the attack.
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