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Abstract This paper reports on The Fifth IFIP WG 11.2 International Workshop on Infor-
mation Security Theory and Practice (WISTP 2011) held during June 1-3, 2011, in Heraklion,
Greece. We introduce the basic information of this workshop including its purpose, history,
organizers, etc. We also introduce the Keynote speeches and several accepted papers.
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e 2011: Security and Privacy of Mobile De-

vices in Wireless Communication

e 2010: Security and Privacy of Pervasive

Systems and Smart Devices

e 2009: Smart Devices, Pervasive Systems,
and Ubiquitous Networks

e 2008: Smart Devices, Convergence and Next

Generation Networks
e 2007: Smart Cards, Mobile and Ubiqui-

tous Computing Systems
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e S-1. Hardware Implementation
e S-2. Algorithms

e S-3. Security and Trust

e S-4. Security Attacks

e S-5. Lightweight Authentication
e S5-6. Security and Cryptography

e S-7. Security Attacks and Measures (Short
Papers)

e S-8.
Control & Mobile Application Security and

Mobile Authentication and Access

Privacy
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F7.

F8.
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F10.

F11.

A Cryptographic Processor for Low-Resourcd"12.

Devices: Canning ECDSA and AES like
Sardines Michael Hutter (Institute for Ap-
plied Information Processing and Commu-
nications) et al.

An Evaluation of Hash Functions on a Power
Analysis Resistant Processor Architecture
Simon Hoerder (University of Bristol) et
al.

F14.

A Comparison of Post-Processing Tech-
niques for Biased Random Number Gen-
erators Siew-Hwee Kwok (DSO National
Laboratories) et al.

Formal Framework for the Evaluation of
Waveform Resynchronization Algorithms
Sylvain GUILLEY (TELECOM-ParisTech)
et al.

F16.

Solving DLP with Auxiliary Input over an
Elliptic Curve Used in TinyTate Library
Yumi Sakemi (Okayama University) et al.

Information Leakage Discovery Techniques
to Enhance Secure Chip Design Alessan-
dro Barenghi (The Dipartimento di Elet-
tronica e Informazione) et al.

Formal Analysis of Security Metrics and
Risk Leanid Krautsevich (University of Pisa)
et al.

STORM - Collaborative Security Manage-
ment Environment Theodoros Ntouskas (Uni-
versity of Piraeus) et al.

Trust Agreement in Wireless Mesh Net-
works Andreas Noack (Ruhr University
Bochum) et al.

A SMS-Based Mobile Botnet Using Flood-
ing Algorithm Jingyu Hua (Kyushu Uni-
versity) et al.

F13.

F15.

F17.

F18.

F19.

Hardware Trojan Side-Channels Based on
Physical Unclonable Functions Marc X.
Makkes (Eindhoven University of Technol-
ogy) et al.

SSL/TLS Session-Aware User Authenti-
cation Using a GAA Bootstrapped Key
Chunhua Chen (South China University
of Technology) et al.

An Almost-Optimal Forward-Private RFID
Mutual Authentication Protocol with Tag
Control Paolo D" Arco (Dipartimento di
Informatica)

Affiliation-Hiding Authentication with Min-
imal Bandwidth Consumption Bertram Po-
ettering (Technische Universitat Darmstadt)
et al.

AES Variants Secure Against Related-Key
Differential and Boomerang Attacks Jiali
Choy (DSO National Laboratories) et al.

Leakage Squeezing Countermeasure Against
High-Order Attacks Houssem Maghrebi (TELE-
COM ParisTech) et al.

Mobile Electronic Identity: Securing Pay-
ment on Mobile Phones A.W. Roscoe (Ox-
ford University) et al.

Role-based Secure Inter-operation and Re-
source Usage Management in Mobile Grid
Systems Antonios Gouglidis (, University
of Macedonia) et al.
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