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Abstract This paper proposes a new method of discriminating malicious traffic with OpenFlow
switches. The proposed method can distinguish malicious traffic by fine-grained policies beyond
the capability of traditional policy routing. It collects malicious traffic including the port scan
and the IP spoofing. We compare the performance of the new method with normal policy
routing. The new method attains a better result in collecting malicious traffic. It is shown
that the overhead of the new method is minor. One of the applications of the new method is
collecting malicious traffic at a switch and feed it to honeypot efficiently.
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