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Attributes Assurance in Attribute Exchange
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Abstract Attribute information is that shows the authority, the responsibility, the qualification,
and the position, etc., and is used as grounds of authorization in Web services. Recently, service
that uses user’s attribute information increases by attribute exchange in single sign-on. However,
it is not paid attention enough whether the attributes, obtained by attribute exchange, are
accurate from the view point of the assurance at the time of use. In this paper, we discuss about
the attributes assurance in attribute exchange, and consider the influence and measures against

services that use attributes.
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1. Limitation to web services

2. Persistent data storage

3. Federation security and privacy control
4. Syntax and semantics of attributes
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