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Abstract Illegal access that utilizes known vulnerabilities can be prevented beforehand by
applying the patch provided by the vendor. But, users who can’t understand how they are
impacted won’t apply countermeasures because they are not aware of the risk brought by the
vulnerabilities. In this paper, the goal is to correlate the vulnerabilities with the impact the user
receives. We expect that the user can acknowledge the risk by representing the potential impact
the vulnerabilities bring to the system. Then, we propose a transition graph which can trace
such impact. In addition, we developed a prototype able to scan the vulnerabilities present in
the system and identify the attack patterns that may strike the system.
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SoftList+ 00000000 O0O0OOOO
nvd < NVD O XML OOO
for all entry in nvd do
if SoftList is < vuln : vulnerable — software—list >
then
cve << vuln : cve — id >
cwe < vuln : cwe — id >
end if
end for
cwe <+ CWE O XML OOO
for all entry in cwe do
if cwe is < CWE — ID > then
capec < CAPEC — ID >
end if
end for
capec +—CAPEC O XML OOO
for all entry in capec do
if capec is < CAPEC — ID > then
return entry
end if
end for
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