Computer Security Symposium 2011
19-21 October 2011

Android0 0000000 0OO00OO0OOOOOOOOOO0O
00 oo+

t0gdoopogoD 1sgog
181-8528 OO ODOOODODO 8-10-16 DOO SCOODOO

h-kuzuno@secom.co. jp

0000 Android000000O0O0O00OO0OOCO0OOOODOOODOOODOOODOOODOOOO
ggbooobbooobooobbodobboobooobboobbuoobbobooobboo
goboboooboooboboooobbooboboobobooobobooobobooooboboo
gbobgoboooooooboobobooooboboboobooboboobooboooboDbo
gobboooboboobobooboboooobooobbooobboobboobbooobao
gobooboooboboobooboboooobbooobboobobooobooobobooobboo
gboobobobooboooooboooooooobooooooooooooooooobooono

A Proposal of An Information Flow Checking System for
Android Application

Hiroki Kuzunot

fIntelligent Systems Laboratory, SECOM Co., Ltd.
SECOM SC Center, 8-10-16 Shimorenjaku, Mitaka, Tokyo 181-8528, Japan

h-kuzuno@secom.co. jp

Abstract Recently, Android are becoming popular smartphones OS. Android applications re-
quire permissions to access personal information or device resources. If application has multi
permissions which have a combination of network connectivity with personal information acces-
sibility, can transmit it across the network. In this paper, we propose a monitoring application
to detect leakage of personal information which is caused by these applications. Our method
inspects the application outgoing traffic and performs fine-graded information control flow to
avoid unintended leakage.
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