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Abstract Many web applications employ session management to keep track of the visitor s
activity. Attackers can hijack a user’s session by exploiting session management vulnerabilities.
For eliminating session management vulnerabilities, it is important to test web applications for
these vulnerabilities. However, it is difficult for the developers to test web applications without
the detailed knowledge about the vulnerabilities. We propose a technique that automatically
tests web applications for session management vulnerabilities. By using this technique many
developers can test web applications without manual testing. Our experiments demonstrate
that our technique can detect the vulnerabilities of real web applications.
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