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Abstract Recent malwares are applied anti-debugging techniques not to be analyzed by dy-
namic analysis tools. We are developing “Alkanet” that is an extension for malware analysis
in virtual machine monitor. Virtual machine monitor runs higher privilege level than malware.
Therefore, malware’s anti-debugging techniques are ineffective against Alkanet. Alkanet mon-
itors behavior of malwares by a system call invoked by processes or threads on guest OS. The
behavior of malwares is analyzed by getting result and arguments of the system calls. Further-

more, Alkanet extracts details of malware behavior from the system call log.
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No. [5212, 5213]: Polipos.exe (Cid: 54c.18c) -> svchost.exe (Cid: 480.2c4) (Code Injection)
No. [5288, 5289]: svchost.exe (Cid: 480.2c4) -> svchost.exe (Cid: 480.22c)
No. [5959, 5960]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.38c)
No. [6392, 6393]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.360)
No. [11340, 11341]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.720)
No. [14368, 14369]: svchost.exe (Cid: 480.720) -> rundll32.exe (Cid: 220.7£8) (Code Injectionm)
No. [14546, 14547]: rundll32.exe (Cid: 220.7f8) -> rundll32.exe (Cid: 220.488)

No. [11844, 11845]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.24c)
No. [15080, 15081]: svchost.exe (Cid: 480.24c) -> alg.exe (Cid: 34c.1c8) (Code Injection)
No. [15240, 15241]: alg.exe (Cid: 34c.1c8) -> alg.exe (Cid: 34c.5ac)

No. [13214, 13215]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.7e0)
No. [16586, 16587]: svchost.exe (Cid: 480.7e0) -> explorer.exe (Cid: 538.510) (Code Injection)
No. [16744, 16745]: explorer.exe (Cid: 538.510) -> explorer.exe (Cid: 538.6ac)

No. [13802, 13803]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.308)
No. [14422, 14423]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.240)
No. [14424, 14425]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.a0)
No. [15144, 15145]: svchost.exe (Cid: 480.22c) -> svchost.exe (Cid: 480.41c)

5. 2—FA ¥ 2V ayIiT svchost.exe 6 IRETBEAL v R

svchost.exe (Cid: 480.41c)

[NOT FOUND] No. [15246, 15247]: NtOpenFile \7?\c:\program files\netmeeting\drwebase.vdb
[NOT FOUND] No. [15248, 15249]: NtOpenFile \7?\c:\program files\netmeeting\avg.avi
[NOT FOUND] No. [15250, 15251]: NtOpenFile \??7\c:\program files\netmeeting\vs.vsn
[NOT FOUND] No. [15252, 15253]: NtOpenFile \?7?\c:\program files\netmeeting\anti-vir.dat

[NOT FOUND] No. [15270, 15271]: NtOpenFile \??7\c:\program files\netmeeting\avgqt.dat
[NOT FOUND] No. [15272, 15273]: NtOpenFile \7?\c:\program files\netmeeting\lguard.vps
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