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Abstract We propose a novel approach, which accurately specifies the addresses of Import
Address Table (IAT) entries in unpacked malware. Existing approaches specify the IAT entry
addresses by finding the machine code instructions that uses an IAT entry in the result of
disassembly. However, since a compiler for Windows tends to output a binary mixing variable
length instructions and data, it is difficult to correctly disassemble unpacked malware. For
solving the problem, our approach calculates the probabilities that each address in malware
points to an IAT entry, and then finds highly probable IAT entry addresses.
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# 3: X—2Z7 R L Z 0x00400000

Fik TP | TN | FP | FN | PPV NPV MCC
Exhaustive 343 0 18 0 0.9501 NaN 0.0000
IDA Pro 293 | 18 0 50 | 1.0000 | 0.2647 | 0.4755
Probabilistic | 343 | 18 0 0 1.0000 | 1.0000 | 1.0000
# 4. X—27 R L Z 0x15FF0000
Fik TP TN FP FN | PPV NPV MCC
Exhaustive 343 0 2,839 0 0.1078 NaN 0.0000
IDA Pro 293 | 2,839 0 50 | 1.0000 | 0.9827 | 0.9162
Probabilistic | 343 | 2,829 10 0 0.9717 | 1.0000 | 0.9840
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5HARIZBId 2#EFCTHD. PPV/NPV/MCC
&, TNENTORNTERT Z LA TES.

TP
" TP+ FP
TN
TN + FN
B TP xXTN —FP X FN
/(TP + FP)(TP + FN)(TN + FP)(TN + FN)

PPV

NPV =

MCC
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DfEftiz= )19 5. Z D728 False negative (&
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# 5: R—2A7 KL A 0x25FF0000

Fik TP | TN FP | FN | PPV NPV | MCC
Exhaustive 343 0 2,839 | 0 | 0.1078 | NaN | 0.0000
IDA Pro 293 | 2,839 0 50 | 1.0000 | 0.9827 | 0.9162
Probabilistic | 342 | 2,837 2 1 10.9942 | 0.9996 | 0.9951
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D 0xFF, 0x15/0x25 £\ 5 /31 MIZEb I 1
U, ERICEMRTHZEZITRA TS Z L35
o,

RKIZ, NELRDZTOT I 0T —ROR—
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