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Proposal of Closed Communication Groups
over NATs and Its Evaluation

Yuit Goro,*! HipEkazu Suzuki'!
and AKIRA WATANABE'!

For the security measures against threats such as illegal access, etc. it is useful
to define and form closed communication groups in order to make communica-
tion secure. IPsec is not appropriate in the case where system configurations
frequently change like intranets, because the management loads of the network
manager are quite large. To solve this problem, we have been proposing Dy-
namic Process Resolution Protocol (DPRP), by which devices in the network
learn changes of system configurations automatically, and maintain the closed
communication groups. However, the conventional DPRP was not applicable
when a Network Address Translation (NAT) device exists on the way of the
communication path. In this paper, we propose Extended DPRP that can tra-
verse NATSs, merging DPRP with NAT-f, one of NAT traversal technologies,
considering multiple NATs. By this method, it is ready to make closed commu-

nication groups stretching over global address and private address areas. We
have implemented Extended DPRP, and confirmed its effectiveness.
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Fig.5 Extended DPRP negotiation (from GA area to PA area).
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Fig.6 Multistage NAT (from GA area to PA area).
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Fig.7 Implementation of GES.
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Fig.8 Implementation of GNAT.
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Fig.9 NAT mapping method with pseudo packet.
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Table 1 Specifications of devices.
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Table 2 Process time of Extended DPRP.
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