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On the Power of Decoy Injection which
Threatens Public Malware Sandbox Analysis Systems

TAKAHIRO KasaMA, T TaTrsunori Orur, !
KATSUNARI YOSHIOKAT! and TsutoMu MaTsumoTo!

Recently, the use of public Malware Sandbox Analysis Systems (public
MSASs) which receive online submissions of possibly malicious files or URLs
from an arbitrary user, analyze their behavior by executing or visiting them
by a testing environment (i.e., a sandbox), and send analysis reports back to
the user, has increased in popularity. In previous study, we have pointed out
a vulnerability of public MSASs against decoy injection attack, in which an
attacker detects the sandbox based on its IP address which can be obtained
by submitting a decoy sample designed for this purpose. However, we did not
further investigate the possibility of detection using sandbox information other
than its IP address. In this paper, in order to better understand the vulnera-
bility and develop an effective countermeasure, we evaluate 16 different kinds
of characteristics in the sandbox in terms of their accessibility and uniqueness
for sandbox detection. As a result of experiments with real public MSASs in
operation, we found that characteristic information such as Windows’ prod-
uct key, MAC address, and system install time can be utilized for sandbox
detection, except for particular systems which appeared to have deployed a
countermeasure. Moreover, besides network-based disclosure, we show that
such characteristic information of the sandbox can be disclosed via an analysis
report provided to the user, which means that the decoy injection attack can
be performed against the sandbox isolated from the real Internet. Thus, our
study confirmed the broad applicability of the decoy injection attack and also
necessity of comprehensive countermeasures.
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Fig.1 A model of public malware sandbox analysis systems for sample files (Public MSAS-F) with

an isolated sandbox.
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Fig.2 A model of public malware sandbox analysis systems for sample files (Public MSAS-F) with
an internet-connected sandbox.
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Fig.3 A model of public malware sandbox analysis systems for web sites (Public MSAS-W).
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Fig.4 A model of decoy injection against Public MSAS-F.
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Fig.5 A model of decoy injection against Public MSAS-W.
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Table 1 List of sandbox information collected by a decoy sample.
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Table 2 Summary of experiments in the decoy injection phase.
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