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Probability Estimation for Probabilistic Packet Marking
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Recently, much attention has been paid to Probabilistic Packet Marking
(PPM), as one of IP traceback techniques which enable to identify the De-
nial of Services (DoS) attackers on the Internet. This paper proposes optimum
marketing probability considering network topology on actual Internet, while
many existing PPM studies use marking probability calculated as the reciprocal
of distance between routers. We investigated the DoS attack and IP traceback
system and some DoS defense mechanism, using Internet topology data and
some past PPM mechanisms in order to estimate probability. As the result
of experiments, we found the probability that minimizes the number of packet
collections is 0.082.
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Fig.1 IP header field usage for typical PPM methods.
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Fig.2 Overview of Savage’s PPM method.
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Table 1 Distribution of AS path length based on CAIDA data.

2B d HHBEIEC) 2B d S8 BHEIE%)
1 0.003% 1 1.864%
2 0.055% 12 0.930%
3 0.572% 13 0417%
4 3.772% 14 0.164%
5 13.216% 15 0.075%
6 24.134% 16 0.035%
7 25061% 17 0.012%
8 17.036% 18 0.003%
9 8.722% 19 0.001%
10 3.928% 20 0.000%
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Table 2 Details of marking load experiment environment.
N—RoxT7 OS IRiE
IBM SystemX3560M2 CentOS 5.3
CPUintel E5540 4core 2.53GHz
A%E!):DDR3 RDIMM 32GBytes
NIC :Broadcom 5709

PPM JL—A2ER}%

Iy AR, S2ERE | Think Center A55 Cent0S 5.3
CPUintel Core2Duo E4400
AE!):DDR2 SDRAM 4GBytes
NIC : Broadcom 95751
Gigabit Gigabit
A et [Ethernet PPM /L— [Ethernet
2 G2 AT S-S

04 0O00OO00O0ODOODODO
Fig.4 Marking load measurement environment.
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Fig.5 Packet forwarding throughputs when probability and packet sizes are varied.
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Table 3 Details of attack path reconstruct experiment environment.
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Fig.6 PPM attack trace back experiment environment.
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Table 4 Packet size and packet per second (PPS) on FastEthernet.
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Fig. 10 Trace back times in attacker and Kanaoka’s method under practical DoS parameters.
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Fig. 11 Packet per second and trace back time in attacker #1.
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