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Trusted-Hub: Hub Node Reinforcement Method
Using Nodes’ Trust

Asak1 MarsumoTo, ! Yo MasHimo, !
MASANORI YasuToMI! and HIROSHI SHIGENOT2

In this thesis, Forwarding Obstruction Attack, an attack on overlay networks
is focused on, and a hub node reinforcement method to deter affects of for-
warding obstruction by malicious nodes is proposed. By using trust, each node
deters obstruction of realizing as a hub node, and thus redundancy of network
is ensured. Moreover, only one node forwarded search query is decided by using
trust, and thus search success rate is kept and overhead is inhibited. Addition-
ally, hub nodes guess density of network and decide adding node dynamically
and inhibit wasteful messages to construct routes, and thus message overhead is
inhibited. The results of computer simulation demonstrate inhibited overhead,
small affect of obstruction of realizing as a hub node, and high success search
rate.
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Fig.1 Concept of Hub node self-detection.
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Fig.2 Hub node self-detection using trust.
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Table 2 Proportion of the number of Forwarding Obstruction Attack.
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