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A Method for Vulnerability Risk Assessment in
Networked Systems and Its System Development

TosHIKI HARADA, T AKIRA KANAOKA, 2
MASAHIKO KaT0,™ Yasunaru Karsunof+
and Ej1 OKAMOTO?

A networked system interconnected with several network equipments is be-
coming essential in current infrastructure. However, it is still needed expert
knowledge to design secure networked system in the absence of quantitative
evaluation method based on methodologies and theories, while the vulnerability
impact is one of the most important security measurements. CVSS (Common
Vulnerability Scoring System) is one of well-known frameworks for scoring IT
vulnerabilities. CVSS environmental metrics in CVSS metrics groups is ex-

pected to be used for countermeasures to vulnerabilities in networked systems,
but, it is difficult to determine the parameters of the environmental score.
Thus the method solving the difficulty is necessary for using the environmental
score. In this paper, we proposed the method determining uniquely extent of
the vulnerability impact. Furthermore, we implemented the method for en-
abling determining extent of the vulnerability impact automatically. Through
the evaluation of implemented system, the ease of determing the CVSS param-
eter of the vulnerability impact extent is shown.
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Fig.1 Networked system example of NSQ model.
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Algorithm 1 1L300000000000 findL3path()

Require: L3 node x

Ensure: L3 node array ps € Ps
1 p3— ¢
2: p3 < ps U {x}
3: for all e; = (z,a) € Ec do

4
5
6
7
8
9

10:
11:
12:
13:
14:
15:
16:

if a ¢ ps Aa ¢ Us then
p3 — paU{a}
if a is a Terminal Node then
return ps
else
for all e; = (a,b) € Er do
if b ¢ ps then
ps < ps U {b}
p3 < p3 U findL3path(b)
end if
end for
end if
end if

17: end for

Algorithm 2 12000000000000000000 findL2upperNode()

Require: L3 path set P3
Ensure: L2 node set Us
1: Uz, Do, Xo — ¢
2: for all ps € P; do
3:  for alle = (2',z) € Ep s.t. 2’ is a First Node of p3 do
4 Uy — U U{z}
5. end for
6: for alle= (y,y) € Ep s.t. ¥ is a Last Node of p3 do
7 Dy — D> U{y}
8 end for
9: end for
10: for all d; € D3 do
11: X9« da s.t. m(d2) = L3R
12: end for
13: for allv € Vsit. ly(v) =2Av ¢ X do
14 Uy «— Uz U {v}
15: end for

16: return Us
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Algorithm 3 1200000000000 findL2path()

Require: L2 node us2 € Uz
Ensure: L2 node array p2 € P>
L p2 < ¢
2: p2 — p2 U{ua}
3: for all e; = (u,z) € Ec do
4 if u ¢ p2 Au ¢ Us then
5 p2 — p2 U {z}
6 if = is a Terminal Node then
7: return ps
8 else
9 p2 < p2 U findL2path(x)
10: end if
11:  end if

12: end for
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Table 1 Vulnerability assessment result (each architecture).

P(Wna) P(Wa) Ps(Wpa) Ps(Wa)
DMZ 11.9% 35.4% 27.7% 31.0%
00 A | 14.35% 47.5% 39.1% 28.3%
00 B | 18.5% 45.1% 28.4% 30.8%
oo 11.0% 40.8% 27.7% 31.0%

02 0000000000000000

Table 2 Vulnerability assessment result (each module).

P(Wnpa) P(Wa) Ps(Wpa) Ps(Wa)
ooo 1.8% 100.0%  0.0% 100.0%
FW 3.4% 93.6% 0.0% 100.0%
LB 3.3% 81.4% 0.0% 100.0%
Web 18.45% 35.4% 37.3% 10.0%
DB 4.2% 5.3% 41.7% 41.7%
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