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Evaluation of Performance of Secure OS Using
Performance Evaluation Mechanism of LSMPMON

KENJI YAMAMOTO! and TosSHIHIRO YAMAUCHIT!

In some projects, secure OSes for Linux have been developed and different
implementations have been adopted. However, there is no report on evaluation
of performance of secure OS that after Linux 2.6.19 in detail, and the relation-
ship between the kernel version and the performance is not clear. Therefore,
we evaluate change of the performance at the version interval and overhead of
three secure OSes (SELinux, TOMOYO Linux, LIDS), by using the overhead
measurement tool, the LSM Performance Monitor (LSMPMON) developed for
Linux 2.6.30. This paper shows the performance of secure OSes on Linux 2.6.30.
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Fig.1 Process by which the Web server reads a Web page.
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Fig.2 Structure of the LSMPMON.
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Table 1 Compare to each secure OS in the new kernel.

SELinux TOMOYO Linux LIDS
Use of LSM hooks 154 14 46
Identification method of the resource label path-name + execution history inode
Version 3.6.12-39.fc11 2.2.0 2.2.3rc8
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Table 2 Compare to each secure OS in the old kernel.

SELinux TOMOYO Linux LIDS
Use of LSM hooks 149 17 38
Identification method of the resource label path-name + execution history inode
Version 2.4.6-80.fc6 2.0 2.2.3rcl
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Table 3 Processing time of file operations and its increase rate in Linux kernel 2.6.30 measured by
LMbench (unit: us).

Normal SELinux TOMOYO LIDS
stat 1.79 2.67  (48%) 1.83 (2%) 2.20  (22%)
open/close 2.74 3.94  (44%) 4.78 (75%) 3.28 (20%)
read/write 0.37 0.47  (29%) 0.37  (0%) 0.37  (0%)
0 KBfile Create 15.16 58.18 (283%) 53.58 (253%) 16.84  (11%)
0 KBfile Delete 8.20 9.26 (12%) 33.10 (303%) 9.91 (21%)
10 KBfile Create 47.84 89.38 (87%) 83.32 (74%) 48.42 (1%)
10 KBfile Delete 20.06 20.18 (0.6%) 42.68 (112%) 21.16 (5%)
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Table 4 Processing time of file operations and its increase rate in Linux kernel 2.6.19 measured by
LMbench (unit: us).

Normal SELinux TOMOYO LIDS
stat 2.64 134 (64%) 263 (0%) 279 (6%)
open/close 3.98 6.45  (62%) 9.33  (134%) 3.96  (0%)
read /write 0.58 149  (157%) 0.58 (—1%) 0.58 (—1%)
0 KBfile Create 11.76 42.80 (264%) 16.36 (39%) 14.00 (19%)
0 KBfile Delete 6.25 11.22  (80%) 9.61  (54%) 6.67  (7%)
10 KBfile Create 3434 69.26  (102%)  37.78  (10%) 35.48  (3%)
10 KBfile Delete 16.14 19.28 (19%) 19.02 (18%) 16.90 (5%)
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Table 5 Close system call in defferent version of SELinux kernel (unit: us).

2.6.30 2.6.19
hookname sum count ave hookname sum count ave
file_free 183,043.630 1,370,941 0.133 file_free 166,246.612 1,591,046 0.104
inode_free 2,105.578 10,458 0.201 inode_free 2,380.437 14,669 0.162
inode_delete 97.809 973 0.100 inode_delete 62.058 1,074 0.058
sock_rcv_skb 989.218 8,253 0.120 sock_rcv_skb 11,027.765 14,583 0.756
sk_free 1,617.659 5,821 0.278 task_free 3.907 31 0.126
cred_free 10.074 92 0.109

average sum 0.942 average sum 1.206
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Table 6 Creat system call in different version of TOMOYO Linux kernel (unit: ps).

2.6.30 2.6.19
hookname sum count ave hookname sum count ave
inode_permission 127,585.395 3,588,000 0.035 inode_permission 366,962.831 8,124,000 0.045
file-alloc 31,367.404 897,000 0.035 file_alloc 77,799.981 2,031,000 0.038
inode_create 31,240.724 897,000 0.035 inode_create 5,971,299.965 2,031,000 2.940
inode-alloc 31,425.973 897,000 0.035 inode-alloc 72,487.431 2,031,000 0.036
inode-init_security 33,046.422 897,000 0.035 inode-init_security 74,019.938 2,031,000 0.036
d-instantiate 32,385.181 898,000 0.036 d-instantiate 72,418.537 2,031,000 0.035
path_mknod 12,207,508.304 897,000 13.609 task_free 2.593 8 0.324
dentry_open 22,372,903.197 897,000  24.942 task_kill 0.402 2 0.201
cred_free 0.138 2 0.069

average sum 38.830 average sum 3.655
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Table 7 Processing time of LSM hooks called in each file operation (unit: us).

hookname No_secure  SELinux TOMOYO LIDS
path_mknod 0.045 N/A 13.609 N/A
path_unlink 0.035 N/A 23.164 N/A
path_truncate 0.060 N/A 13.426 N/A
inode_init_security 0.036 20.658 N/A N/A
inode_create 0.035 19.037 N/A N/A
inode_unlink 0.036 0.216 N/A  0.127
inode_permission 0.035 0.159 N/A  0.192
dentry_open 0.041 0.222 17.381 N/A
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