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Survey and Experiment on Promotion of
Information Security Measurements by
Persuasive Message

Avako Komatsu, ™2 DAISUKE Takacr,
NORIAKI YosHIKAI™ and TsutoMu MATsumMoTo

The research of individual behavior and the decision making, etc. starts in
the field of the information security. For effective information security mea-
sures promotion, the research of the psychology of the persuasion in the social
psychology was invoked, and in this thesis, the individual investigated, and
analyzed the factor because of the attitude transformation by the persuasion
message. Especially, the difference of individual behavior was investigated by
combining not only the questionnaire investigation but also the experiments.
It has been proven that the execution intention answered by the questionnaire
investigation and an actual experiment is different. And, the media skill statis-
tically clarified that there was intentionally a difference about the group with
a different behavior with actual execution by the execution intention and the

experiment on the questionnaire investigation.
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Fig.1 Flow of questionnaire and experimentation.
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Table 1 Cognitive elements of PMT.
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Fig.2 PMT factors on implementation intention.
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Table 2 Cognitive elements of ELM.
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Fig.3 IT skills and involvement/knowledge effect on intention to implementation.
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Fig.4 Outline of experiment equipment.
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Fig.5 Experiment equipment and participants’ PC snap shot.
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Table 3 Gender and age composition.

S g3
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Table 4 Implementation intention in the questionnaire and actual implementation in the

experiment.
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Table 5 Influence of implementation intention on the cognitive elements of PMT.
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SR Nl -0.0663
BALR 0.2312
FATE G 0.5003

FR IR -0.3471
DL~ R 0.4133
TEHOH -5.8851%*
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Table 6 Comparison between implementation of regression coefficient and of intentions and in the
questionnaire and experiment.
Oo0O000000 n=930

R A £
%0 F~OEHE -1.0238%** -0.3652
ISP ~D {518 -0.2953 00.0530
LEDHES -0.5270 0.2914
PR -0.1542 0.5130%*
Pseudo R2 0.2478 0.0583

*P<.1,**:P<.05,***:P<.01
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Table 7 Influences due to differences in high/low groups for IT skills.

AT 4 T A F)LE (n=46) AT 4 T A F)VK(0=47)
FRAEA L R R 2 FEAEA LI R 2

BRI A e B A EX
%D F~DOEH 1.2866 -0.7428 1.1887* 0.0074
ISP ~D{FHH -0.3776 -0.1986 0.2971 0.3504
LEDHES -0.3776 0.6415 1.5970* 0.0019
B fiRE -0.4998 0.6081 0.5151 0.2574
Pseudo R2 0.2271 0.1287 0.4232 0.0276

#:P<.1,¥¥:P<.05,¥¥¥:P<.01
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Table 8 Influences on implementation intention due to in high/low level of involvement.

B 5 EEm Rt (n=42) B 5 EEIGRE (n=51)
IR HEA L Rl AR 2 T HEALENR R 5
B R FR AR A FEBR
*D F~OEE 0.8377 -0.9144 1.2312% 0.0620
ISP ~D 158 -0.0662 0.3960 0.3913 -0.1638
LEDOBAS 0.6408 0.5456 0.5019 0.0911
PR -0.4540 0.7921 0.1444 0.3323
Pseudo R2 0.2103 0.1459 0.2958 0.0284
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Table 9 U-test of the difference between intention and implementation and the circumstances of

participants.
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AT 4T AF )N -0.4826
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2.7111

784 0.0228**

*P<.1,%*%:P<.05,%**:P<.01
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