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Android OS is an attractive platform for a mobile phone because anyone can develop an
application and upload it to a market place. Users download and install the application in
order to upgrade their Android phone. When an application is installed, the user needs to
check access permissions. As it is difficult to recognize potential threats of the
application by referencing the access permissions, many users infect Android phones
with malware via the market place. Most security incidents of Android phones occur
when users download malware via the market place. In this paper, we propose a secure
application management framework for business use of Android phones. Only the
authorized application can be installed in the Android phone by comparing with a
whitelist. In addition, we show a result of field trial using 1,000 Android phones. The
framework is expected for an effective countermeasure to the business Android phones.
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