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Design and Evaluation of a Method to Reduce
Redundant Security Policy of SELinux

SHINYA YAGL ™! Yurcnr NAKAMURA 2
and TOSHIHIRO YAMAUCHI!

In many cases, general security policy is used because of the difficulty of cre-
ating security policy. However, this security policy is possible to allow excessive
rights in system. In addition, it is difficult to use this security policy in embed-
ded systems because of the memory footprint. To deal with these problems,
we propose a method system automatically detects redundant security policies
by using log SELinux outputs and deletes them. The proposed system also
suggests system administrator and improves security of the system and reduces
the memory footprint. This paper shows the problems of security policy and
dealing with them. This paper also shows design and evaluation.
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