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Many web applications employ some kind of session management in order for
user-friendly functions like a login function and a purchase function. A session
is a piece of information of user’s activity (e.g. login state), and each user is
related to a session. Naturally, sessions are very appealing targets for attackers
since the attackers can hijack a user’s identity by hijacking this user’s session.
Since session management vulnerabilities can be eliminated by carefully imple-
menting a session management function, it is important to thoroughly test a
web application for these vulnerabilities before shipping. However, it is difficult
for ordinary developers to test web applications for these vulnerabilities because

it needs the detail knowledge about them. In this paper, we propose a technique
that automatically tests web applications for session management vulnerabil-
ities. It automatically creates attacks that exploit possible vulnerabilities in
the session management of the target web application. Then, it executes these
attacks to the web application and detects vulnerabilities by checking if the at-
tacks success. We implemented a prototype that tests web applications against
two representative attacks: Session Fixation and Cross-Site Request Forgery.
Our experiments demonstrate that our technique can detect the vulnerabilities
of some real web applications to the above mentioned vulnerabilities.
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