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environments in a PC: the user environment for running a normal operating
system, and the tamper-resistant environment for running programs that help
tamper-resistant devices. To realize these two environments, we use a neutral

odpodbodgooobogbd virtual machine monitor (VMM). A neutral VMM means a VMM that plays
only its expected role as hardware devices including CPUs, and never performs
DDDDDDDDDDDDDDDDDDDD malicious activities.

In this paper, we show an implementation of a neutral VMM by extending the
BitVisor VMM. Our BitVisor provides an inter-environment communication fa-

0 0 0 0 i1 0 0 0 i1 0 0 0 0 13 cility called tamper-resistant environment RPC(Remote Procedure Call). We
add the trusted boot feature using TPM (Trusted Platform Module) to BitVi-
O O g ofs 0 O t2 sor for verifying that the VMM is not compromised. In this paper, we show

the implementations of electronic signature and digital rights management as
applications that make use of the tamper-resistant environment.

goobooooobooooooooooboOoooooOoOoOoOoobOOoOoOobooboboooo
gooooooooo0ooobOO000ooO000oooOo0O00oOO0O0000oboD0O0n
OpPCOOOOO0OODOODOOODODODOOOOOOOOD PCOO 20000000
0000000000000 000000D020000000000 OS(Operating
System) 0000000 (000D0OD)0000000D0ODODOODOOODODOO
ooo0oo0oo0o0oo0 (o0oo0o0ob0obO00)0000000 20000000

1. 0o00oano

0 00Suica, Edy, B-CASOODOOOODO ICOO0OO0OO0O0OOO0OOOOOOOOOO

go0oooOO0o0o0ooOoO0o0oob0o0ooo0o0ooboo0oooooooboooooooon Oo00o0oo0ooooaoo (Tamper—resistance)[ll]DDDDDDDDDDDDDDDDDDD
ooooocPUDDODOODOODDDODO0D0O000D00D0O00000 0000000000000 0000000000000000000000000000
00000000000 0o0o0o00oo0ooo0ooa

0000000000000 000000b00000000 BitVisorDOODOOO booouuobooboouooooooooguoooooooguoooooooon
0000000000000D0000 BitVisor DO0000O0OO0DOOODOOODOOO DDDDDDDDDDDDDDDD[II]DDDDDDDDDDs)DDDDDDDDDDDD
RPC(RemoteProcedureCall)DDDDDDDDDDDDDDDDDDDDDDD DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

00000000000000000BitVisor O TPM(Trusted Platform Module) SIaiatalslatatalatatalatats
0000 Trusted Boot 000000000000O00O00O00O00OO0O0OOOO
ooo00oO0ooooO0o00ooO0o0o0o0ooo0o0o0oooooooooooooa 000000000000000000000% 00000000000000000

gboooboobobooobooboobobobooobooboboobobbobobooo
000000000B-CASOOO0O0O0O000O0O0O00O0O0000OO0
O00000000oo0o0oood PC(Personal Computer) 00000000000
00o0000000000000000000000 pCOOO0OOOOOOOO0OOOOO
000000000000000000000000000000000000000000
00000000000000000000000 OSOO00O0000000000000

Implementing accelerators of tamper-resistant devices
with a neutral virtual machine monitor

SHOUGO MATSUSHITA, ! YAsusHI SHINJO, !
HipeKI EIRAKU,™ KATSUYA MATSUBARAT?

12
and YU AZUMA f1000000000000000000000000DO0O000OD
Department of Computer Science of Systems and Information Engineering, University of Tsukuba

Tamper-resistant devices are widely used for electronic signature and digi- 2000000000000

tal rights management. While these devices can protect internal information College of Information Science, University of Tsukuba
against external attacks, they have much less computing power than regular 300000000
personal computers (PCs). We overcome this problem by building two isolated Igel Co., Ltd

1 (© 2011 Information Processing Society of Japan



IPSJ SIG Technical Report

0000ooooooooooSOoodooooouoooooooogooooooooo
gooboooobobg

0000000 pCOD0OOOOSOU0OD (OOOO)ODO0DDOOOODODOOODOODOO
00o0ooo0o0oooUo0oOoUoO0(Uoooo0)0oooo0oOoooUoo
goobobooboooooobooooboooobooooboooobOoooooo
gboodoboooobodoooobooooboooooboooooooobooboboobOoOoooDbo
gboooboooooooobooobooOoooboooooooobooboboobOoOooOoDbo
gobooooooooooboooobobodoobooobooOooboOoOooboOoOooLoOboOooon
TPM(Trusted Platform Module) 0 000 Trusted Boot D00 O000OO0OOOOOO
gobooouoboooboooboooooboobooooo

oo0oooOoOoooOoOooOoOo ICcoo0oooooOoooooooooooooOoo
oooDoO0000000000000obO ICcoobOO0O0000000000n0 pCOO
goboooooooooboo

goboooobooooboooo2000000000D0C00DOO03000O000000OO0
gobooobooooboooboob4000 BitVisor 1OOOO0OO0OO0OOOO0ODOOODOO
goobooooooooboos00ooo0oooooooooboooooooooooooDooo
oooOvooooooooo

2. 0000

Sony 00 PlayStation3 00 Linux 000000000000 OSOOOOOOOOO
00000000000000YOOoOooO00000000000 0sS00000000
000000000000 0DbVDOOOOOO Sony0OOOOOO0ODOOOOOOOO
gobooooooooboooooooooboooooooooooooooooooooo
000oo0o00o0o0oo00oooo0oooooO0bo0oo0oo0oooooo pPCOOOO
gboooboooodooooboooobooobOoooooooboOooboobOoOooOobo
pCOO0OO0ODODOOOOOOO

OO0 11)oooosoiooooooooooooboouoUoUoUoUooUoooo
goooobobooooooobooboooooooooboooo0oooooooOoOoooooboo
gooooooooooooobooooooooboooOoobooobooobOOobOoooooboo
goboooobooobooboooo

004 0000000000000000O00O0OUDOUOODDOODDOUDOOODOO

Vol.2011-0S-118 No.9
2011/7/27

00000000000000000000 Strata VM2 000000000 VMOO
gbooboboboobobobooobooboboobobobobooooboobooboon
gboooboobooboboooboobooboobooooboobobooboobbooon
0000000000000000000000000000O00O0000000O0000
00o0000000oO0ooo0oO0oooooon

oooo (Server-aidedcomputing)3)7)DDDDDDDDDDDDDDDDDDDDDD
0000000000000000000000000000O00O00000000000
O00000000000000o0000o0o0oo0oo0oo0oooooooooooo
15)0000000000000000000000D00O000O00O0000O00000O0
0000000o0o0o0000o0o0ooo0oooo pCO00OO0OOOOOOOOOOOO

000®000000000000000000000000000000000000
00000000000000000000000000000000000000000
O000oO0o00oO0o0O0o00o0o00oo0oo0O0ooo0oooo0oo0oo0ooooooonoooonon
000000000000 00000000000000000000000000000
oooono

Xen O TPM OOODOY O Trusted Boot 00 000000000000 O0 TPMO
0000000 XenO Domain 000000000 OS(Linux Kernel) 000000000
TCB(Trusted Computing Base) 0000000000000

3. ubboaboaboobuoobobbooboabod

goooooi1obo0ooogoooboooboooooboobbooboobOoooOooD
gooobobooodboooooooooooooboboooooooboooooooooon
pCOOO0OOOOOOOSOO0O0O0OOOOOOOOOOOOOOOOOOOOOOOO
gdoooooboooooooooooooobooboooooooboooooobooboan
gooobobooodoboooooooooOoooboOoboOooooooOoboOoOobooboOoDbon
gooooboooboooooooobooooooboooobOoOoO00oooooDOobOooooobon
oooood
goboooooooboooobooobooooboobocoooo
(1) 0D0OOO0O0OOUOUOLOLD0OOD0OUOUOOCO0OO0ODO0ODUOODOOUOOOOO
goooooobooocooooboooooobooOoooooooooobocOooooooon
goboooooboooooooboooooboooo

(© 2011 Information Processing Society of Japan



IPSJ SIG Technical Report

Feae

YRS it 18—

1"

/

i
S

P M RIBETEHE=S

—f&D oM || Y/t / FoER
RDEE TIRAR

01 00000000O00O0OO000000C0O0O00000

(2) ODOUOOODOOUOUOOOODOUODOO
(3) ODO00UDOOO0OOOODOUOOOO0O0OOOUDOO0OOOODOUOOOTCBOO
gobooooooon

gboooobooooooobooobo200000 PlayStati0n3DDD14)DDDDD[I
ooooooooooooooOoOoo0oOoooooooooooooOoboooOoOooocrPy
goooboooooooooooooooobooooooooooOooooboooooDoboo
goooobooooooooooboooooooooooooobooooooooDoooDbboo
goobooobooooooobobooooo

gooooooooooobooboooooobooOoboooooooooobooooooooDoDoD
gobogoboboobooobuooobobuooboobooboobooboobobo
O00000oooooooooooTPMODOOQO Trusted Boot O 00O O OO Trusted
BootOOOPCOOOOO Chainof Trust(D 00O O0)000000000ODOOOOOO
00000 PCOUODOOOOOOODDO CRTM(Core Root of Trust for Measurement)
OO0O0OOTrusted Boot 000 000O0O0OODOOOOOOOCOOOOOOO0O000O0OO
000000000000 O0O0OO00O0O0O0O0O0O0O00O0O0dTrusted Boot 0000000
O (measurement) 0000000000000 DO0OOO0OO0O0OOOOOO

4. BitVisorU00D0O0OO00DOOOODOOOOO

jotuooboooooooboooooooooooboobooooobooOoboOoooobooboOoo
00 BitVisor'® 00000BitVisor 000000000000 00O0O0O0OOOOOOO
0000000000 0000O0BitVisorJOOOOOOOODOOO0OODOOOOOODODOO

Vol.2011-0S-118 No.9
2011/7/27

42k 0S (A—YE&RE) (it 5> 1 X—HR1%)
21—+ ido > 78—
PLECEIN PAsY EIN HRERHEE
1
0s 1
!
/
| /
BitVisor b0— ESE :
* o—~k
TIER
—ED TPM 4> 78— Ed>3
FED&E FTINAR a—-J

0 2 BitVisor 0OOODO0O0ODOOO0OODOOOODO

oo0O0o0o0o0ooooooOooOoOO0o0OooOoOoo oSOOooooooooopoono
oooooooobooooobooooobooOoooooOooboooooooOoooOooOooobooboOoon
0000 XenOOOOOOODOOOOOODOODOOOOOOOOOODODOOOOTCBO
oobooooobogoo

4.1 BitVisorOOOOOOOOO0OO0O0O0O0O0OOOOO
3jo00oo0oo0oooO0ooUOobO0000 (HYooooooOoooooooooooo
oo0o0ob0obO0o0ob0obD0o0obD 200000000000 D0ODOODODODODOD
000000000000000000 Bitvisor 00100000 OSOO0OOOOOO
000000000000000000 BitvisorOOOOO OSOOOOOOOOOOO
D0000000000000000 BitVisor 100002 0000000000000
000000000 ELF(Executable and Linkable Format) 0000000000000
O0000000o00o0o0ooUooOoo0oooooooooo oSUoooooooooo
00000000000 000BitVisorDOOODO OSOOO0OO0OOOOOOOOOOOO
gooooboooooooooooobOoboOoooooboOoOoOoooooDOOobOoooooDon
goboooooboobooobooboooon

jotoooobooooooboooooboooooobOOooOoboOoOooOoboOooOoooOoDOboOn
0000000000000 000000O0BitVisorOOOOO0OO0OD0O0O OSOO0O00O0

(© 2011 Information Processing Society of Japan



IPSJ SIG Technical Report

int vmmcall_tre_rpc(int desc, int proc_number,
struct iovec args, int arg_count,

struct iovec results, int result_count)
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int add(int a, int b) {
struct iovec args[2]; struct iovec result[1];
int c;
args[0] .iov_base = &a; args[0].iov_len = sizeof(a);
args[1].iov_base = &b; args[1].iov_len = sizeof(b);
result[0].iov_base = &c; result[0].iov_len = sizeof(c);
r = vmmcall_tre_rpc(r, TRE_ADD, args, 2, result, 1);
if (r < 0) {
fprintf (stderr, "vmmcall_tre_rpc: %d\n", r);
return -1;
}

return c;
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int _start(int msgcode, int proc_number, struct msgbuf *buf, int bufcnt) {
if (msgcode == MSG_BUF) {
switch (proc_number) {
case TRE_ADD:
return tre_add_svc(buf, bufcnt);
break;
default:
return -1;
}
}
return -1;
}
int tre_add_svc(struct msgbuf *buf, int bufcnt) {
int a, b, c;
int *result;
if (bufcnt < 2 /* Args check. */

|l buf[0].len < sizeof (a) || buf[0].rw
Il buf[1].len < sizeof (b) || buf[1].rw
|l buf[2].len < sizeof (result) || !buf[2].rw) { return -1; }

a = *((int *)buf [0] .base);

b = *((int *)buf[1] .base);

c =a+b;

result = (int *)buf[2].base;
*result = c;

return 0;

}
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int vmmcall_tre_exec(ulong binary_addr, ulong binary_size,

ulong sign_addr, ulong sign_size)
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