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Preventing Information Leakage
to Privilege VM regarding Keyboard Input

Tomonisa Ecawatl and Kenicar Kourartli2

In IaaS cloud, the users manage their virutual machines (user VMs) via re-
mote login, but network failure caused by the VMs makes such management
difficult. Therefore it is desirable to manage user VMs via privileged VMs called
management VMs, However, keyboard inputs may leak because management
VMs are untrustworthy in IaaS. To solve this problem, this paper proposes
FBCrypt, which securely sends keyboard inputs to user VMs via management
VMs., FBCrypt encrypts keyboard inputs in VNC clients and decrypts them in
the virtual machine monitor of IaaS. We have implemented FBCrypt in Xen
and TigerVNC and confirmed that keyboard inputs do not leak.
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