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This paper reports on the 6th ACM ASIACCS 2011 ( 6th ACM Symposium
on Information, Computer and Communications Security) held on March 22th
to 24th, 2011, at the HKU SPACE Admiralty Learning Center, Hong Kong.
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2. ACM ASIACCS 2011 £5&50HE

ACM Symposium on Information, Computer and Communications Security (EAF,
ASTACCS &9 %) i, ACM SIGSAC (ACM Special Interest Group on Security, Audit
and Control)? BEMTEZERHI V77 LY AD—DTHY, IV¥a—ZBLTREIC
BIF2EFa )T ZTERL, 5, Hikt3a) 70T 8EEEZMY KD . 2006 4
IZHIOTRMBEINTH S, 2011 EORMT6 ME%2MR 5. RiB/IIHDEY, TITH#H
HZ NI S@mABMINTEY, HARTIE 2008 FEIZHFTHEINTHD

2011 4EDBMETIE, BRCRaEfit]Iid 2010 40 8 A LA), BHGERIE 12 BIT@ER X Nz,
CFP &> THEINAZNEY VUL, 2010 FLAUTHo/z. M1 LK 1IZ, #@E6 N
DOBFER B, FPGRSO, FINR2RT. 2011 FEORXFE T, 217 O XA EEI N,
ZTDOL 35 DT INR=)N=L 24 DY 3 — b R=)S=PFIRI N, TIR—I)3—D
BIRKIZ 16.1%TH 5.

ASIACCS2011 DEksRIL, Aiﬁf XM FIRDAWBEA I Nz, F72, REFOREHS
1%, ACM FYRLIA TS50 IZEDBRTE5.

ASIACCS2011 7O Z I A%, YV IV EIv 7 THEEIN TS, #MIHX 2 HED
HHET, Invited Talk HEINA. £211, SEHEIN-ZEY Y a vERT.

ASTACCS2011 D&, &2FEZBE LT T04/IELETHo7~. D HBHAANE, 10455 T
Holx.
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3. BtEvLarvoBNnN

ZITIE, TNEhOEY Y a Vv THRINAZMENRE VS O0EBLUTHENT 5.
Va— MR —ZB U TITEIET 3.

3.1 Invited Talk 1

Improved Nguyen-Vidick Heuristic Sieve Algorithm for Shortest Vector

Problem, Xiaoyun Wang (Tsinghua University)

#IH D Invited Talk 1 Tl&, Tsinghua KD Xiaoyun Wang KA %7272, Wang
K&, BEMEOLETHERINTEY, NyvanalVary7ay 7EDMEE2IN
TW3. Invited Talk T, 77« AD&T/NT MIVIEE (SVP) Om#bIZBd HHY
SAZDWTHADRINAZ, BHOIZ, SVP LHEMT IREIZOWTRRAFANH Y,
SVP O SHEIZBIT 2T 7V r— a VOB B I N, Wang K51E, SVP IZHF
% Nguyen-Vidick Heuristic Sieve 7V T) ZAZWR L, HiztHEZ 203836 M4 1H
XEFREBUC, SRHGHERZ 2025 2B L LT V5.
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3.2 Invited Talk 2

Towards Mechanisms for Detection and Prevention of Data Exfiltration

by Insiders, Elisa Bertino (Purdue University)

2 HH X, Purdue K% ® Elisa Bertino KiZ & 2i#EN fThONAZ. FEHONEIK, 1V
YA X =12 & B IEHIRMOMED - WRPEICETHEDTH D, Bertino KIFFFHZ, DBMS
BTOTF—2RHEMEFIEICIOVTHRFLTWS, F—=T7A 5771, T—F DT ILA
DRk % Profile & UTHRILL, Profile DEEMZITD Z L TREZMAMTIENDEDTH
Y, Profile l& SQL @27 VY NS A INS. MAIDHFHT L LT DBMS M#EIEN T3 0D
&, DBMS I 57 7t Aid, SQL D& 5 2EHEMINZZFESFAIN, Profile {b
WEZHTHD L, EOT—XIENGINZEERP LTI L, TUT, DBMS IE
7 7% AHIEBSHE BRI > TV Z EBHEE B> TV,

3.3 Network Security

Network Scan Detection with LQS: A Lightweight, Quick and Stateful

Algorithm, Mansour Alsaleh (Carleton University) et al.

IV NT =T A v VIFREA RBBIZ OB HBOBETHY, BRHMTIBLENDHD.
LA U, 2 b7 —2® High-Speed 1LiZ &Y, KBED T 7 4v b AF ¥ VIER F
REBDIENHELLAR>TND. X5, AF Y VHBHKDAT IV AIZEST, &Y
FANHEIZZ>TND, FHELIE, MBRMRATY VBRMTIVITY XL LQS 22FE L,
High-Speed %3y N7 —JEIE T TOY Y —ADHiEFEEH LT3, LQS iEry T —
7 DF (Key Properties) (2 & > THHITFEALE T I LN TED TN ITY XALTHD

Boosting the Scalability of Botnet Detection Using Adaptive Traffic Sam-

pling, Junjie Zhang (Georgia Institute of Technology) et al.

2V NI = R=ZADHRY MRAITFIEIZEWT, Deep Packet Inspection (DPI) DAT
FMAIY AT LOAFMMNKEL, ATF—IVTERY. TIT, FEESIFEEIANEHIET
YY) TTINT) ALERELTWS. Flow Correlation Algorithm % VT [E#A
LTWBHRAMEEIYHUZ%E, FIOTDPI%217>T, AY bRy NTHINZ2RET S.
BEAFF 5D BotMiner & LAKIEIZ I A MAHIRT &, B ETIE 2Gbps DRy hT—2
THALRD Z L& RLTWD.
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3.4 Malware

WebPatrol: automated collection and replay of web-based malware sce-

narios, Kevin Zhijie Chen (Peking University and UC Berkeley) et al.

AR, D TR=ZADINT T HEMLU TS, HfEROTIVY = 7L, <V
LT DA F ) D= RO NFLERSTNED, T2 TR—=ADINT =7 DGEI,
R=YVDHENLBPEETOYF ) AELMFORNRLBD. @XH T, YV TIR—ZADT
WV =7 REGHeS 1 7 (Web-based Malware Scenario, WMS) % E7)ULL, WMS % H#)
FIZINET DY A7 A Tdh D WebPatrol #F2%L T\ 5. F7z, WebPatrol i&, IUEL -
WMS 2V 7L A $5HEEZMATHY, Y2 TR—=ADIIINT =TT 28T 2 8
MTED., FHMIiTlE, BEFDOZF47 Y MNIN=—KY N THS PHoneyC, Capture-HPC
L EfT>TEY, WebPatrol @ WMS IEEREI A, BHZEDN=—HRY MIHEAENT
WHIEZRLTWVD.

Malware Propagation in Online Social Networks: Nature, Dynamics, and

Defense Implications, Guanhua Yan (Los Alamos National Laboratory) et

al.

V=¥ )bay NT—IH%—C AL, BHEOS VE—3y haA—VYHOEERIIa=
F=varvy—hEeBoTwd. TR, Y=Yy IRy NI =2 ENLAEYNT LT
BBREILESTWD. EHLIFET, V—Iv I 3ay N =228 51— FROBHEY,
A—YDIFEETNERNTL TS, TUT, TORBREIIZ, V-V vy hT—2IC
BTNV 2T REEOWENEY I AL — ML TWS. TOME, V—Yy VT I 71085
TUE, BRIBEROEGNIZENES Z 2 RINE. 72, AXOmETIE, YV—Yvb
FVNT—=2IZBIFBIINY T REFRIIOWT, BRAET A T 7 ARRONT NS,

Characterizing kernel malware behavior with kernel data access patterns,

Junghwan Rhee (Purdue University) et al.

7 B—HIHDSNIZ & B IV = TR TI, #ENTIZE T S O — ROEGL OB
FricB 1T 2 BHOEMIFOMBEICEHE LTV, FEHELIX, I—RIIANDT—RT I+
ANB =V B I H—FIXIN D 7 ORHOT 217D FEEREL TV, REFIEIT
IV LT A= RO[HEBELET, 70—HHEOSHELEL LEWZD, ERI N
T=RTIRANRE—=Y (Y T2Fv) BAVT, FETEI—2NTIV Y 2T 2BAITE
5L LU TW3. FHiiTiE, B<HIGNTWS 3FHEOI—2NWIIV—bFy NEAVWTY S
IF v RERL, EERA—FINE 16 DIV—hFY ML THEINAZA—F VT L
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T, YITAFYORMEERIEL TS, YT RFYid, EFERAN—FRNTIET 7— &%
FY, — AT, WEINZH—F)VEEHITKRIITS Z LN TEL

3.5 Software Security

Automatic Construction of Jump-Oriented Programming Shellcode (on

the x86), Ping Chen (Nanjing University) et al.

BEFZD 3 — R %7EH U T ShellCode % fERX 9 % ROP: Return Oriented Programming
WEEBFIZZS>TI TN, ret MWANODERDIZDARY I DERZ Y, BRIZEOH»
DI UIEPBNT NS, ARFEHR T jmp 5 12&EH U7z JOP: Jump Orient Programming
IZ& Y ROP OMMIETEMH T E 20 ShellCode DIEIEZIREL /2. RFETIEARK
iz s 31— RE—RA (Gadget LIS jmp A& T35 3—R) 2 HEIWIZEDD 7L T
DAL ZNEMESZHBERSARETH DY — DA INA, HIL, ZOY—iffo
THAFEDRIVY 27 TS milwOrm O—Hi%k HET S 72 2 L3 E Ihx

Jump-Oriented Programming: A New Class of Code-Reuse Attack, Tyler

Bletsch(North Carolina State University) et al.

EREDFFRIZE] T Jump Orient Programming 12 & % ShellCode DIERRTED F3R
THork. BENS LFILOFKET JOP BRERINTUE oA LRESLD, RFETE
Call/ret D Gadget %Rk — AL UTHD DIZH U, jmp DA% HHRIZL T dispatcher
Gadget (Z& Y ShellCode & %E4T>. FHHlL U T libe F1iZ 3 H{EHLL LD Gadget 23H 3
ZEWRI N

ROPdefender: A Detection Tool to Defend Against Return-Oriented Pro-

gramming Attacks, Lucas Davi(Technische Universitit Darmstadt) et al.

AB ) DR %EfENTT 5 Z & T ROP 39 % ROPdefender R X 11/2. ROPde-
fender Tl Shadow Stack Z FHEL, OV I ANHELZY X—2T RV AWEFHIC
BEINZZLE2BRETS. JIT RX—AD Pin IC&VEEINTEY, OS 7 V77—
VavELAETLEI LR EHTRETHS. FlL UTIE Adobe Reader ~D ROP % &
B9 Z LRI Ns.

3.6 Access Control

Tracer: Enforcing Mandatory Access Control in Commodity OS with the

Support of Light-Weight Intrusion Detection and Tracing, Zhiyong Shan

(Renmin University) et al.

RINVT TNV AT AESFD72HIZ, Mandatory Access Control (MAC) L IEIEND
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T 0 AGIEERES R I NS 25, BV R YD MAC IZBIL T4 RY 7 b7 LD
HMD 5L, BHENKDIBETSRVE WS EERH S, FH&OIE, 2600 HD L
U T OWTEHNEN 2170, BEESHL, THUCED <H LW MAC OE TV & EK
U7z, X512, MAC #FIfHT % Tracer & FEIENDRAMEY AT L2 BFEL 2.

3.7 Applied Cryptography

Identity-Based Online/Offline Key Encapsulation and Encryption, Sher-

man S. M. Chow (University of Waterloo) et al.

AR TIE, #%M72 ID-based online / offline encryption scheme Z L L T\ 5. &
FINEZAX—LIZE SKIBE AX—LADT VA LA T INVETIVIINTLEEXa) T+
IRENZFED N2 CPA IZTMED & B 5NN /3—Y 3 > &, ID-based online / offline KEM
D— I E DN CCA IZMEDH B /83— a v D 2 DDN=Y a U BFEETS. Zh
LDOAF—ARMEEOED LY HEEIA MPREMI A FMENZR, AY—FI—RPTA1
YVALYY = ETHMHTEDIHEL TS,

Compact Identity-Based Encryption without Strong Symmetric Cipher,

Joonsang Baek (Institute for Infocomm Research) et al.

AFiSCTlE, KEM / DEM framework O HIHREMIZMIZ L ARV, ciphertext expansion
WENE 82 E582DDID R—AMHEAF—LA2RELTVD. REINZAT—LAIF
GBDH(Gap Bilinear Diffie- Hellman) [/, o-GBDH R & > 7zBEICEI SN TV S5
FRIEDREIZHEDE, CCAITKHUTHMMEEZFED. £/, INOLDAF—AlFE VY%
DFHEDENTNA A LTEETLIDIHL TN D.

Strongly Secure Certificateless Key Exchange without Pairing, Guomin

Yang (National University of Singapore) et al.

ZELIX, FitE2LEL URVHERHAFATHSD CLKE IZDOWTHEREZIT> TS, i
kD TYPE-I, TYPE-II & IFIE4 % FAEHEH 5 2T § 2 BUE TR MED & % 3R
ZHARE, BRELAZT—EN6E2TOI—YDT—XNFNE “Forward Secrecy” D
BRITEI RN FEZLND. £IT, RiRLBUIBI2H-AEFa)FrETI LN
TV VT EAWCTICEROEME 2 R ORGSO N DV EREL TS,

Examining Indistinguishability-Based Security Models for Key Exchange

Protocols: The case of CK, CK-HMQV, and eCK, Cas Cremers (TH

Zurich) et al.

WEHARIZE T2 X2V TS THD CK, CK-HMQV, eCK IFERMIZZITT
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R KEBRIZEH T S Z N TERW. FHHIE, Key derivation function & ¥ F v
Ty Y a v EOBREDRTIZEY, #KO Okamoto 71 k IV CMQV 710k a)b
DFEHITBRBFRO R H D L 2 RLUTWD. ARy Y a vy F U Il S8
ZRUZOMELZ BT D 2OD0RBEL Ay arveyF v IR ETD ZODFIEZ
RUTWS.,

3.8 Cryptanalysis and Attacks

Extended Cubes: Enhancing the Cube Attack by Extracting Low-Degree

Non-Linear Equations, Shekh Faisal Abdul-Latip (University of Wollon-

gong) et al.

2009 ££1Z Dinur & Shamir 23422 U 7z Cube Attack O®E. 7Y T F )LD Cube Attack
PRBRERLUTCOWEROARAK R E BRI E D720, ZIROEN—DTHI LI BTV
TNBARIRTED FFER % bR < BRI FIEERE. $252 U 72 Cube Attack I& PRESENT
B2 LT PRESENT-80 % WffHIGHE & 20 D7 — & & 213 OBIRT OB IZ T U 7z,
ZHUE Yang 5272427 & v 7 232 OREEREE, T—XE2P” LV ERE->TVD,
F7-. PRESENT-128 TR 20 2o 57— 4 5 213 OBRPEXHREL B> TS,

Attack on the GridCode One-Time Password, Ian Molloy (IBM T. J. Wat-

son Research Center) et al.

SyferLock 3&fft U T\ % GridCode &IFIEND TV XA L/SAT — RFBFEY AT LI
HUT, WEETSZBOMMEIZDOWTRI LTS, EDEDIT/8F A — 58N E T
JETENFET 20 EHNT WD, ¥ T IV Malkov #igH & /8 A7 — R{EH OHER ) S
HEEMATE LT, 104~14.06%D/SNAT — RBELARETH Y, VT A BHBIZXY
13.88~16.75% D7 — A THRALITKII U 7=, F 7=, BBy N2 FHTEIETT I —
N7 A—AREIMEEINDFENE LY 25 Z %2R UK. GridCode IZHEHUELEIZ BN T
TCDBRERGIZEATRETH D ZEMNMEL R >TWd., L)X a T IV AT L%
3 %D THiIE Hopper-Blum 710 b INMEMFITEL TWD.

Rethinking about Guessing Attacks, Zhiwei Li (UNC Charlotte) et al.

R0 I LA S HEIBUR OEH L W UBIS 2 R0, 0%, HEIBERITH
5% Fa) T 70 kIO resilience DFAMZ N L L TWD. ZOMEZ RS S /-
DIZBEEHE DHERINVERE % ST 2RO 2 L WEBRDRERITV, ¥FaVFs 7O ba
VBT HERBBEL DO &S ICBRT 20 ERT. EAMAICHT S - ET L —2A
7= 2L TW5.
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3.9 System Security

A software-based root-of-trust primitive on multicore platforms, Qiang

Yan (Singapore Management University) et al.

BEF=—VIE, H27 TV r—YaviMEHETE 2L %, MOEETELZ T 7)) r—
VaVIZEoTURIETDHFEAATHY, ZDYE, Root-of-Trust BWEELR>TL 5. i
¥, Root-of-Trust £ LT, TPMEDN—RI L7 R—ADEY a—)VENANLNTE
M, FEEEEFIZZRKARIARNBDNE 720, TEIXY 7 8D =7 X—AD Root-of-Trust
MEHINTEZ, UL, THETOY 7 727 X—2AOD Root-of-Trust I&, ¥ 7
ATDVATLERHRELUTHY, YIVFIAT VAT AIZET S Root-of-Trust & LT 5
AFAZDWTRBBINT AN o /2. FELIE, YIVFATRERENIZENT, BEFED
FRIINT B DO EFEOFHELRL TS, TLUTC, IAFIATEERTTOLS A
Wi 2 5 % Root-of-Trust 2 EH 5 MT-SRoT ZEZEL, Intel DFa7)Var7e s
7w R37 CPU RIZEHE.2ITo 7.

3.10 Security Protocols

Efficient Audit-based Compliance for Relational Data Retention, Ragib

Hasan (University of Illinois) et al.

US@@IyDy%ﬁb®KE$@®$#®&,wwRM774wvx%Aﬁev%1ﬁ
WOEBIEDOHAD7-DIRIES FHNONT X2, ZOMXTEILIIT—EAR—Z2DV
J— REATOT— R OEEM %2 RS DA ZEREL TV D. xiJ%:E‘Jkﬁ*T/r‘y k%
71572012, WORK IZId T —AR—=ZAD L I—RONY ¥ afix L, /Ny aBfux
IMEEEIS 9 2 MBI ZFIH L T T — X EHOBERMEERIFTREIZ LTV, X TIE
VAT LEREOFHTERRE 17> TH Y, WORM NOEH ST — 2 E S UEFEDA — /N —
AYRIEEKRT 1% ZNEFEESRNI EZRUTWS. SaiESE O AD L M %
L TWE D, YATLAETIVHERR DL, T—RR=2ADT 7Y a%, 40
BEHIELTEY, ETOLHAEOMBEDOHRIET S Z L IZR#EAEE L EbNd.

Mind How You Answer Me!, Mauro Conti (Vrije Universiteit Amsterdam)

et al.

BRDAY — b 74 VI2& 2 2—HFRFTIE, PINEBESOALREA-Y DT avk
TR 2L 00, REENL—FOYRREICHEL 2 5 EGUEOHM 2 8L T
LONERTH o/, ZOMITIE, BIHEEZITO L EFOHENI-—FIZL->THRBRDI L
WCEBULT, I#Er Y- Aat v —2 B0 ZH LN —YRHOAEEREL T
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5. BIADOTNT) XALG NV —=V THT— 2 L FEBEOI—-FOEEOMEEEEZ L IV
LR EDTH DN, EHOMHLUDIEEZ ER&MNITHAGDE D Z & THEDOWEIZK
WLTW3., HL, 1 0ADTANI—YIZLD 70 XA A2 & DFHEBRTIE, 12—V

BHATDEIA4—INA - 2 H T4 7 (false negative) DEDHETE 2 NIEEFELET S
ZLBOT, MHTEIT V=Y aVHBREIND HASHOBREL BV HED LR U,

4. REIDRFEICDWT

ED ACM ASIACCS 2012 2, 201145 H 1 H»5 5 H 3 HIZ»IFT, #EOD
Y W Vifid, The Seoul Olympic Parktel Hotel I~ THHfEX 129,

5. Y I

AFETIE, 2011 4 3 H 22 H26FHH 24 HOMIZ, H#d HKU SPACE Admiralty
Learning Center TRiff X 11725 6 [M] ACM ASTIACCS 2011 (6th ACM Symposium on
LT, ZOBEEHNAL .
X512, ASIACCS 2011 RFTHEINAZIVE2—Z Y AT LA F2) T IZETEH 0
KOPDOIEIZ DN THEEZR U/,

BIEE ARSI RMAEE (23300027) DOBIEEZIFZEDTHS.
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1) ACM ASIACCS 2011 (ACM Symposium on Information, Computer and Commu-
nications Security), http://www.cs.hku.hk/asiaccs2011/

2) ACM Special Interest Group on Security, Audit and Control, http://www.sigsac.
org/

3) ACM ASIACCS 2011 Online Proceedings on ACM DIGITAL LIBRARY, http://

Information, Computer and Communications Security)

portal.acm.org/citation.cfm?id=1966913&picked=prox&CFID=19680273&CFTOKEN=

10948424
4) ACM ASIACCS 2012 (ACM Symposium on Information, Computer and Commu-
nications Security), http://elec.sch.ac.kr/asiaccs/
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