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Proposal of Malicious Websites Detection System
by Transition of Communications based on
Unauthorized Redirection

Shingo Ando ¥, Masato Terada?, Hiroaki Kikuchi®,
Jinhui Chao

In order to protect the web malware activities such as called a 'Gumblar', which uses
Website manipulation to automatically lead users to go to a malware download site, it is
necessary to improve the countermeasure environment. To solve this problem, we propose a
method to detect malicious websites by watching the depth and width of links in home page.
This paper described the overview of malicious websites detection system by transition of
communications based on unauthorized redirection. Also, we evaluated effectiveness of the
proposed method by using the prototype system we have implemented.
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