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Implementation and Evaluation of
Virtual Machine Based Kernel Log Collector

MasavAa SaTof! and TosHIHIRO YAMAUCHIT!

Logging information is necessary in order to understand a computer’s behav-
ior. However, there is a possibility that attackers will delete logs to hide the
evidence of their attacking and cheating. Moreover, various problems might
cause the loss of logging information. To address these issues, we propose a
system to prevent tampering and loss of logging information using a virtual
machine monitor (VMM). In this system, logging information generated by the
operating system (OS) and application program (AP) working on the target
virtual machine (VM) is gathered by the VMM without any modification of
the kernel source codes. The security of the logging information is ensured by
its isolation from the VM. In addition, the isolation and multiple copying of
logs can help in the detection of tampering. This paper describes the imple-
mentation and evaluation of the mechanism that protects logging information
generated by the OS.
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Fig.1 Architecture of syslog.
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Fig.2 Architecture of the proposed system.
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Table 1 Environment used for evaluation.

(ON] Domain 0 Linux 2.6.18-xen
HVM Domain | Linux 2.6.26
VMM Xen 3.4.1
syslog rsyslogd 3.18.6
CPU Intel Core 2 Duo E6600
Memory | Physical 2,048 MB
Domain 0 1,024 MB

HVM Domain | 1,024 MB
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May 19 10:52:26 debian kernel: [  11.890364] EXT3-fs: mounted filesystem with ordered data mode.
May 19 10:52:26 debian kernel: [  14.043270] ethl: link up, 10@Mbps, full-duplex, lpa @x@5E1l
May 19 10:53:21 debian kernel: th world.

May 19 10:53:21 debian kernel: [ 241.698831] Hello 51th world.

May 19 10:53:21 debian kernel: [ 241.699593] Hello 52th world.

May 19 10:53:21 debian kernel: [ 249.187210] Hello 3498th world.
May 19 10:53:21 debian kernel: [ 249.187973] Hello 3499th world.

4 EHx4 0S koh—Frns
Fig.4 A kernel log of the target OS gathered by syslog.

(XEN) KERNLOG:<6>[  11.890364] EXT3-fs: mounted filesystem with ordered data mode.
(XEN) KERNLOG:<6>[  14.043270] ethl: link up, 1@@Mbps, full-duplex, lpa @x@5E1l
(XEN) KERNLOG:<4>[ 241.646670] Hello oth world.

(XEN) KERNLOG:<4>[ 241.646670] Hello 1th world.

(XEN) KERNLOG:<4>[ 241.698069] Hello  50th world.
(XEN) KERNLOG:<4>[ 241.698831] Hello 51th world.
(XEN) KERNLOG:<4>[ 241.699593] Hello  52th world.

(XEN) KERNLOG:<4>[ 249.187210] Hello 3498th world.
(XEN) KERNLOG:<4>[ 249.187973] Hello 3499th world.

B 5 #REVATLATESG LI —Rr s
Fig.5 A kernel log of the target OS gathered by the proposed system.

ZLIZRD. T, KEBRTIE printk BE 3,500 [E151T L2 BRIZEERIA 4 OS &
BUVAT LAORF TR Licr 7 & HgT 5.

EHXR OS IZk T2 h—x e 7 2R 412, REVATLATHRELEY—xve V%
5 1T 40 31THTIE, I—FVa B RARBMENOIHE>TEY, 31T7H
Peon 7 Clix 51 FALUKO v 7 LB TE T\, 2, x4 0S Eoh—
INBTWNRy 77O EEZICLVERLIZZDTHDL. —F, 5 TCix, X4 »317H
THRINTOEESLT R THRETE TS, Zhicky, BEVAT AL, Ex5 0S
TIHERT AR 72T R TR TEL 2 LR L. 28, S 5IC printk B ORI TIH
BaEOT L&, 3450 Bl 7% TR CEEXTELIL2MRLTEY, h—xrr’
REDOHEBEENE N DD 5.

6.4 h—RILOTOBREBIZEITEA—I"~y FORAE

J—Fnna 7 O TI, printk BIEEEITRHC T L— 2 RA v MG 2 RAESE, H—
INa TRy 7 ynh VMM ~AE Y 22 —35%5. 207k, printk BIEEITReOLER
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% 2 printk BEFETHORRY 2T MIBTHA— 3~y B (HAL @ ps)
Table 2 Overheads in the proposed system when a printk is invoked (us).

printk BI% o> EATREH]
Xen 9.89
R AT A 67.34
F— N~ R 57.45 (581%)

FREEIE NG 5. 22T, BEEZMZ TR Xen SRR AT AIZEBWT printk O
FATREZRE L, T 22 LT, h—xa ZVBIESIEIC L 54— S~y REI LN
T5. EMRER 2187

#2705, printk O A — S~y RIZK 5Tus BETH Y, + 2T AOMRE~DEEL
INEVEHRTE .

7. BhHh Y I

BN OS Or 7 OW I A L EREABFILT 2V AT A0S, I—xvn ZESHERED
EIEFHIAERIZ OV TR, IRV AT AL, v JHAERFHZZ—Y e /L h—31
07 Z RIS TE DML, VMM NICESS Licr 7 2 /73 D a o, 1—xb
o 7 BUAGHERE TlX, B OS ICB T2 h—xvun J oM hzimL, v 7 aiGd 5.
H—=ANA T OHNERBELTHLT, Ny Ty Eofve 7B EEEsh TlERkT 5
EEPGIETESD. ZOWRRICEY, BHXROS DI —F VDY —RXa— REBETLHI &
72, VMM IZ XD —xra 7 ORENAIREE 705, AL, VMM TEB LW
O, EHXIG OS OM LTS, ZHIC KD, BN KL EB LT

F7o, BBLLIEEEICOWT, I—3 a7 0B IARCHERORZ 28R5E4E L, FM
L7z, fHMlifSR D, KREICA—3Aa 7B ESN5 2 & THr ZR#EIELTLE S M
L, BEVATLAOHEAZI DKL TE S & &R L.

HREREME LT, W—R a7 ORBICL DA — "~y REJE L. BEMEND,
printk B D FITHRED A — S~ RIFIH 57us TH Y, VAT LOMWRE~DOEEIT/ NI N
LERLTZ.
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