Jogdooooobobooooooobbbboooooooooon
gogd

00 oo+ 0o Ot 00 00t

gbooobooooooooooon
305-8573 0000000 OOO 1-1-1
kokubun@cipher.risk.tsukuba.ac. jp kanaoka@cs.tsukuba.ac. jp

U okamoto@risk.tsukuba.ac.jp U

0000 000,000000000000000000000 (DoS: Denial of Service) 0 00O
00000000 (DDoS: Distributed Denial of Service) 0000000000, 000 100
000000000000 (PPM: Probabilistic Packet Marking) 000 0O0O. OO0 O0O0O0O00O0O
goboooooo,oobboobobooobboobobooo. oo, 0bbooboboonbog
000oo0o0o0ooo00oo0o0oooO. 000000000 o00o0oO0O0o0oOO00ooO0O00n.
gbobood,booboobbooobooobbooboobbooboobbooban.

Proposal of Probabilistic Packet Marking Method using
Topology Characteristic of the Internet

Junji Kokubunt Akira Kanaokaf Eiji Okamotof

tUniversity of Tsukuba, Graduate School of Systems and Information Engineering
Ten-nohdai 1-1-1, Tsukuba, Ibaraki 305-8573, Japan.

kokubun@cipher.risk.tsukuba.ac. jp kanaoka@cs.tsukuba.ac. jp
okamoto@risk.tsukuba.ac. jp U

Abstract Denial of Service (DoS) attacks and Distributed Denial of Service (DDoS) attacks
have become Internet-wide threats. Although the defence mechanisms are widely investigated,
there are few researches using topology characteristic of the Internet. In this paper, the authors
proposed probabilistic packet marking method using topology characteristic of the internet, and
a method to reduce the number of packets needed to identify the attacker.
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