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Abstract Countermeasures against malicious web sites are urgently needed because of in-
creasing the number of incidents that vulnerable web browsers are infected malware by drive-
by-download attacks. We proposed detection methods of drive-by-download attack for client
honeypot system. Proposed methods focused on the behavior of web browser in the view points
of exploitation phases: 1) preparation of exploitation, 2) the moment of exploitation and 3)
behavior of after exploitation. By combining proposed methods, our client honeypot improved
detection coverage without increasing false-positives.
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