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Abstract In recent years, malware sandbox analysis as an online service, which receives online submissions of
possibly malicious executables from an arbitrary user, analyzes their behavior by actually executing them in a
testing environment (i.e., a sandbox), and sends analysis reports back to the user, is becoming popular. However,
we point out that an IP address of an Internet-connected sandbox could be discovered by an attacker who submits
a dummy sample designed to connect to a server in attacker’s control. Moreover, in order to disturb or avoid the
sandbox analysis, malware authors could design their malware to conceal its behavior if it uses the discovered IP
address when connecting to their Command and Control (C&C) server or file server. In this paper, we show that
such vulnerability actually exists in many existing online analysis services.
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