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大規模ネットワークアプリケーションを実現する環境として並行分散システムErlangが普及しつつある．しかし，Erlang
の rpc モジュールによる分散プロセス実行環境はノード間の P2P 通信とポートマッピング機構に依存しており，広域イン
ターネットではセキュリティ攻撃を受けやすい．本論文では，Secure Shell (SSH) によるノード間接続に基づく Erlang の
分散プロセス実行環境を提案し，プロトタイプ実装による実験結果を評価する．
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The Erlang distributed concurrent system has been popular for a large-scale network application development. The dis-
tributed process execution environment of Erlang rpc module depends on point-to-point communication between the nodes
and the arbitrary port-mapping mechanism, and is prone to security attacks on a wide-area Internet. In this paper, we propose
a distributed process execution environment of Erlang based on Secure Shell (SSH) connections between the nodes, and
evaluate the results of experiments with a prototype implementation.

1 Introduction

Web computing systems become more larger
and complex every day, following the increase of
users and scale of the communities over Internet.
The implementation methodologies of such large-
scale systems constantly change as new program-
ming languages and systems emerge, notably from
a centralized high-performance host to a cluster
of synchronized distributed computers. For pur-
suing the overall processing performance, deliber-
ate introduction of asynchronized system compo-
nents loosely-coupled and allowing limited incon-
sistency with each other, has been gaining momen-
tum among Web system designers.

The asynchronization of system components, to
relax the condition of atomic full synchronization
to partial synchronization within a set of multiple
components, is ongoing in widely distributed com-
puting environments, due to restriction of comput-
ing performance for each machine. The asynchro-
nization is also needed to meet the requirement of

geographically distributed systems to mitigate the
risk of down time in clusters of hosts forming a
computing cloud.

Even in the database applications where tradi-
tionally atomic consistency was on the top priority,
other properties such as availability and partition
tolerance are often on the higher priorities [1], also
called with the property name eventually consis-
tent [2, 3]. Web cache systems and Domain Name
System (DNS) are typical examples of the eventu-
ally consistent systems.

To efficiently operate eventually consistent sys-
tems in a cloud without losing availability affecting
the usability of the systems, a programming sys-
tem with fault tolerance and concurrency-oriented
properties is essential and critical. The Erlang pro-
gramming language and the OTP (Open Telecom-
munication Platform) system [4] has been gaining
popularity among Web programmers to provide
the concurrency and fault tolerance. Erlang espe-
cially fits well with applications of massive simul-
taneous connections from the clients of short-term



processing, and has been a de-facto platform for
ejabberd [5] Jabber/XMPP protocol [6]. Tsung [7]
is another usage example of Erlang as a bench-
marking tool to measure server response against
large-scale simultaneous connections over XMPP,
HTTP and other protocols.

The communication security of Erlang virtual
machine (BEAM) is weak and insufficient for pro-
tecting possible attacks over Internet. We have pre-
sented an article of Erlang features and security
weaknesses in a CSS2008 Symposium presenta-
tion [8]. Even in Erlang/OTP R13B01 Release as
of June 2009*1, the well-established remote proce-
dure call (RPC) module of OTP, named rpc, does
not include encryption functionality yet.

In this paper, we report a set of preliminary re-
sults, for applying OTP modules for SSH to imple-
ment a distributed process execution environment.
The rest of the paper is organized as follows. In
Section 2, we explain the related works of securing
Erlang RPC. In Section 3, we explain the SSH and
the underlying protocols, then we investigate how
they can be applicable to securing Erlang RPC. In
Section 4, we evaluate a prototype implementation
of Erlang secure RPC over SSH. And in Section 5,
we conclude this paper and propose the future di-
rection of our research.

2 Related Works

We are not aware of previous studies and
implementations of Erlang secure or encrypted
RPC over SSH. We recognize, however, that
Erlang/OTP itself has a sufficient set of cryp-
tographic components to perform secure RPC,
though it does not have a standard framework yet.

Erlang/OTP crypto module is a set of crypto-
graphic protocols based on OpenSSL [9] library
and the linked-in driver*2 to allow up to 16 simul-
taneous cryptographic I/O operation. Erlang/OTP
also has the native modules of Secure Socket Layer
/ Transport Layer Security (SSL/TLS) [10] and Se-
cure Shell (SSH) libraries as ssl and ssh modules,
respectively.

*1 In this paper, we refer to the R13B01 Release simply as
Erlang/OTP, unless otherwise noted.

*2 Linked-in drivers of Erlang consist of registered shared
libraries running in the same OS process for efficient ex-
ecution. When it fails, the entire BEAM will crash.
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Fig. 1 SSH protocol architecture.

Erlang/OTP ssl module includes the distribu-
tion module called inet ssl dist [11], which man-
dates SSL encryption and authentication between
BEAMs, based on shared certificate files. This
module, however, does not coexist with non-
encrypted rpc distribution module in the same
BEAM, and the module does not encrypt commu-
nication between the port-mapping epmd daemons
either. We will explain the details of rpc module in
Section 4.

Erlang/OTP ssh module includes remote Erlang
Shell execution for the read-eval-print loop
(REPL) from a remote client over SSH. This REPL
support is, however, limited for interactive use and
is not suitable for RPC as is.

Secure Distributed Erlang (SDIST) [12] is a
third-party Erlang module to provide basic func-
tionality of RPC on the remote BEAM, such as
spawning an Erlang process, invoking a mod-
ule/function, and sending a message to an active
process. SDIST uses SASL [13] authentication
and provides support mechanism for TLS, and the
access control lists for allowing and denying func-
tions and modules to execute.

3 SSH protocol architecture

Secure Shell (SSH) [14]*3 is a set of protocol
layers defined by Ylonen and Lonvick [15, 16].

SSH has a layered protocol structure over TCP
as follows, also shown in Fig. 1:

*3 In this paper, we discuss solely SSH Version 2 protocol,
unless otherwise noted.



• SSH Transport Protocol [17], which han-
dles server authentication, data compres-
sion, and other algorithm negotiation;
• SSH Authentication Protocol [18], which

handles user and client authentication de-
tails; and
• SSH Connection Protocol [19], which han-

dles channel multiplexing, out-of-band sig-
nals, and other functions required for termi-
nal emulation and forwarding communica-
tion to/from other programs.

SSH Connection Protocol defines the bidirec-
tional path for a remote execution as a channel.
A connection between a SSH server and client can
handle multiple channels. For running an arbitrary
remote program, the protocol has three ways to
connect:

• shell: invoking the default account shell for
the authenticated user;
• exec: giving an arbitrary command string

and waiting for the completion of execution
under the user’s privilege; and
• subsystem: invoking a program with pre-

assigned abstract name.

For example, OpenSSH [20] has two file transfer
mechanisms as follows:

• SCP, which uses an exec mechanism to con-
nect the file transfer agents; and
• SFTP, which uses a dedicated subsystem to

connect the client and the server.

The protocol also allows forwarding of TCP
connections, X11 protocol of the X Window Sys-
tem, and SSH authentication agents.

4 RPC over Erlang ssh module

4.1 Design principles
Using RPC over Erlang/OTP rpc module,

each BEAM instance, or node, establishes fully-
connected mesh network between the other nodes,
asking the IP address and port numbers of them
through the control daemon epmd. While this ap-
proach allows a flat view of Erlang processes and
resources among the mesh network, it also has the
following problems:

• Erlang remote function calls via rpc module
is not authenticated and fully trusted;

• epmd has no mechanism to encrypt the
communication with each other, so is vul-
nerable to forgery attacks; and
• authentication between Erlang nodes is

weak based on shared cookies.

Forming a virtual private network (VPN) is prac-
tically the only feasible way for protecting such a
mesh network. Establishing a VPN requires an ad-
ditional set-up procedure and is not always a prac-
tical solution. For example, we considered using
IPsec for protecting the communication between
Erlang nodes and epmd daemons, but we found
out imposing a security policy with selectively en-
crypting TCP-based communication by the port
numbers was impossible with freely-available pol-
icy managers such as racoon2 [21].

We decided to introduce a new RPC based on the
Erlang/OTP ssh module and the Erlang program-
ming language, instead of modifying the existing
rpc module, for the following reasons:

• many existing applications, such as Mne-
sia [22] distributed database management
system of Erlang/OTP, have already been
dependent on the rpc module, and changing
the semantics will break them;
• operating everything needed for SSH proto-

col handling within Erlang/OTP will make
the RPC setup much easier than installing
external programs written in other lan-
guages; and
• SSH public key management and the ac-

cess control through the firewall routers and
hosts are trivial tasks and will not impose
new burdens for system administrators.

Our goal for this prototype implementation was
writing a SSH server code to do the following:

• executing an arbitrary Erlang function in
a module with arguments, given in a
form of Erlang tuple as {mfa, {module,
function, argument list}};*4

• replying the execution result and the error
status as an Erlang tuple immediately after
each execution request; and

*4 The atom mfa stands for “module, function, and argu-
ments”.
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• automatic authentication between the RPC
clients and servers which does not require
intervention by a set of pre-defined keys.

4.2 SSH Implementation on Erlang/OTP
SSH protocol handling on Erlang/OTP is im-

plemented as a behaviour *5 called ssh channel.
Each behaviour is an extraction of generic pro-
cess work and error handling, and can be built into
user modules as -behaviour(ssh channel).*6

Programmers using the behaviour have to develop
the callback module and provide necessary call-
back functions specified in each behaviour. Be-
haviours provided in Erlang/OTP include those of
client-server programming, finite state machines,
and event handlers, which help the programmers to
focus on their specific works and to share a com-
mon programming style [23, Chapter 12].

We implemented our RPC module sshrpc cli
as an ssh channel behaviour, as a part of mod-
ule called back from the SSH server function
ssh:daemon/3.*7 Figure 2 shows how our mod-
ule working together with the ssh channel be-
haviour.

*5 In this paper, the word behaviour is solely used to de-
scribe the formalized design patterns of processes in
Erlang/OTP.

*6 -behavior(...) is also accepted for those who want
to stick with American English.

*7 Erlang function has a notation of identify itself in a set of
modules as module:function/arity, where the arity
means the number of arguments of the function.

In Erlang/OTP ssh module source code,*8 we
found an example callback interface module for
providing I/O to the Erlang shell program called
ssh cli. Our sshrpc cli module was a direct mod-
ification of ssh cli, to provide the limited function
as follows:

• when called as an SSH shell, the program
returns the execution result of processing
request, both the request and the result in
Erlang external term format [24] for opti-
mizing the content size;*9 and
• when called by SSH exec command to pro-

cess arbitrary string as the execution re-
quest, the program returns the execution re-
sult in Erlang external term format.

We also modified the Erlang/OTP SSH and cryp-
tographic code to add the 128-bit AES Cipher
Block Chaining (CBC) mode encryption handling
capability [25] as follows, to satisfy the recom-
mendation of RFC4253 [17] Section 6.3: *10

• added crypto:aes cbc ivec/1 as a new
function to update initialization vectors
(IVs) of AES;
• added necessary code to encryption and de-

cryption functions of ssh transport module;
and
• fixed the bug of handling zero-length pack-

ets in ssh transport:unpack/3.

4.3 Prototype evaluation results
We conducted speed evaluation of three types of

the SSH server callback code, as specified in SSH
Connection Protocol [19, Section 6]:

• exec: using “exec” command and literal
string form for each RPC call, following
the reply of the execution result, channel-
specific reply, exit status, channel end-of-
file (EOF), and closing the channel and SSH
session;
• exec-mod: using “exec” command and lit-

eral string form for each RPC call, fol-

*8 At the directory lib/ssh/src.
*9 Erlang has Built-In Functions (BIFs) for convert-

ing between Erlang internal terms and external
binaries (untyped memory bits and octets) as
term to binary/[1,2] and binary to term/1.

*10 RFC4344 [26] further recommends usage of Counter
(CTR) mode of AES on SSH.



Execution time of each RPC call via SSH
(unit: [ms]) exec exec-mod shell

μ 412.706 106.889 8.097
σ 2.632 0.353 0.261

μ: mean value / σ: standard deviation

Node specification and test conditions:
• CPU: Intel Atom N270 (max 1.6GHz)
• clock: 800MHz, frequency lowered by

FreeBSD powerd
• memory: 1Gbytes
• OS: FreeBSD 7.2-RELEASE
• The client and server hosts connected via

100BASE-TX LAN
• Used Erlang R13B01, native code support

(HiPE) enabled for the BEAM compiler, but not
enabled for the modified and added code.
BEAM is SMP-enabled (2 schedulers/node).
• Each set of execution time measured with 11

iterative executions of erlang:now/0 which
returns the internal wall clock value, and
recorded elapsed time on the server side by
taking the difference between the 1st and 11th
attempts. Conducted 10 sets for each
configuration and measured the statistics.

Table 1 Execution time of RPC calls to sshrpc cli module.

lowing the reply of the execution result,
channel-specific-reply, channel EOF, and
does not close the channel even after the
completion of execution to make a persis-
tent connection; and
• shell: using “shell” command to start up the

link, receiving Erlang tuple in the external
term format for each RPC call, following
the reply of the result and the status code
as a single Erlang tuple in the external term
format, and repeats this without closing the
channel.

We configured the RPC client and server sys-
tems to use SSH RSA-based public-key server and
user authentication. Erlang/OTP has following
limitations for SSH key management:

• only the 1st-found key in the user public key
is valid (ssh file:lookup user key/2);
and
• private key for RSA user authentication

cannot be encrypted by a user password

(ssh file:read private key v2/2).

Table 1 shows the wall clock time results of it-
erative RPC calls between two nodes on differ-
ent hosts. While the exec and exec-mod showed
a poor performance less than 10 calls/second,
shell showed the performance exceeding 100
calls/second and would be useful for the real-world
application. The results suggest that bringing SSH
sessions up and down consume a lot of time, pre-
sumably by performing per-session negotiation be-
tween SSH protocol layers. Keeping SSH sessions
persistent as possible is the key to reduce the con-
nection overhead. Also, reducing the SSH Con-
nection Protocol messages, such as the exit sta-
tus code [19, Section 6.10], helps speeding up the
transaction.

5 Conclusion and Future works

In this paper, we described the current issues
of Erlang/OTP RPC systems, and showed how
SSH protocol could be applied to build a secure
RPC subsystem between Erlang nodes. We con-
clude that SSH RPC of Erlang/OTP would be use-
ful for the real-world application, according to the
achieved performance of more than 100 calls per
second.

Our future works will include further optimiza-
tion and improvement of the SSH RPC modules as
follows:

• making the whole RPC as an SSH subsys-
tem so that the RPC can co-exist with exist-
ing Erlang shell execution methods;
• allowing multi-packet Erlang terms on the

SSH connection channels, by introducing
states of fragmented Erlang binaries;
• improving the transaction performance by

further optimization of underlying proto-
cols such as TCP, including introduction of
a new transport such as SCTP;
• performance evaluation over a long-haul

wide-area network, including over IPv6 net-
works; *11 and
• implementing more complex RPC func-

tions such as asynchronous calls, messages

*11 Erlang/OTP ssh module is already capable to handle
IPv6 connectivity, though the capability was not tested
during the evaluation reported in this paper.



to running processes, and multicasting over
multiple SSH-connected Erlang nodes.

Acknowledgments

The first author Rikitake would like to thank
Dave Smith for offering us the SDIST specifica-
tion. He also thanks Jayson Vantuyl, Kenneth
Lundin, Witold Babyluk, and Richard Andrews for
the valuable discussion on “Controlled interaction
of two Erlang distributed networks” in the mail-
ing list erlang-questions@erlang.org around
August 25–28, 2009.

References

[1] S. Gilbert and N. Lynch, “Brewer’s con-
jecture and the feasibility of consistent,
available, partition-tolerant web services,”
SIGACT News, vol.33, no.2, pp.51–59,
2002. http://doi.acm.org/10.1145/

564585.564601.
[2] W. Vogels, “Eventually Consistent,” Queue,

vol.6, no.6, pp.14–19, 2008. http://doi.
acm.org/10.1145/1466443.1466448.

[3] D. Pritchett, “BASE: An Acid Alter-
native,” Queue, vol.6, no.3, pp.48–55,
2008. http://doi.acm.org/10.1145/

1394127.1394128.
[4] Ericsson AB, “Open Source Erlang.” http:
//www.erlang.org/.

[5] “ejabberd community site.” http://www.

ejabberd.im/.
[6] XMPP Standards Foundation, “XMPP Stan-

dards Foundation Web Page.” http://

xmpp.org/.
[7] ProcessOne, “Tsung.” http://www.

process-one.net/en/tsung/.
[8] K. Rikitake and K. Nakao, “Application Se-

curity of Erlang Concurrent System,” Pro-
ceedings of IPSJ Computer Security Sympo-
sium 2008 (CSS2008), IPSJ Symposium Se-
ries, vol.2008, pp.253–258, IPSJ, Oct. 2008.

[9] The OpenSSL Project, “OpenSSL.” http:
//www.openssl.org/.

[10] T. Dierks and E. Rescorla, “The Transport
Layer Security (TLS) Protocol Version 1.2,”
August 2008. RFC5246.

[11] Ericsson AB, “Using SSL for Erlang Dis-
tribution.” http://www.erlang.org/doc/

apps/ssl/ssl_distribution.html.
[12] Dave Smith, “Securing Distributed Erlang.”

http://dizzyd.com/sdist.pdf.
[13] A. Melnikov and K. Zeilenga, “Simple Au-

thentication and Security Layer (SASL),”
June 2006. RFC4422.

[14] D.J. Barrett, R.E. Silvermann, and R.G.
Byrnes, SSH, The Secure Shell: The Defini-
tive Guide, 2nd ed., O’Reilly & Associates,
2005. ISBN-13: 978-0-596-00895-6.

[15] S. Lehtinen and C. Lonvick, “The Secure
Shell (SSH) Protocol Assigned Numbers,”
January 2006. RFC4250.

[16] T. Ylonen and C. Lonvick (Editor), “The Se-
cure Shell (SSH) Protocol Architecture,” Jan.
2006. RFC4251.

[17] T. Ylonen and C. Lonvick, “The Secure Shell
(SSH) Transport Layer Protocol,” January
2006. RFC4253.

[18] T. Ylonen and C. Lonvick, “The Secure
Shell (SSH) Authentication Protocol,” Jan-
uary 2006. RFC4252.

[19] T. Ylonen and C. Lonvick, “The Secure Shell
(SSH) Connection Protocol,” January 2006.
RFC4254.

[20] The OpenBSD Project, “OpenSSH.” http:
//www.openssh.org/.

[21] The Racoon2 Project, “The Racoon2 Project
Wiki.” http://www.racoon2.wide.ad.

jp/w/.
[22] Ericsson AB, “Mnesia Reference Man-

ual.” http://erlang.org/doc/apps/

mnesia/index.html.
[23] F. Cesarini and S. Thompson, Erlang Pro-

gramming, O’Reilly Media, 2009. ISBN-13:
978-0-596-51818-9.

[24] Ericsson AB, “External Term For-
mat.” a part of ERTS User’s Guide,
http://www.erlang.org/doc/apps/

erts/erl_ext_dist.html.
[25] K. Rikitake, “Erlang R13B01 ssh and crypto

module patch of aes128-cbc support on
ssh.” http://www.erlang.org/cgi-

bin/ezmlm-cgi?3:mss:449:200908:

jocpkoflfkoikpmnfcnj.
[26] M. Bellare, T. Kohno, and C. Namprem-

pre, “The Secure Shell (SSH) Transport
Layer Encryption Modes,” January 2006.
RFC4344.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /FGHeiseiKakuGothic-W5
    /FGHeiseiMincho-W3
    /FGPHeiseiKakuGothic-W5
    /FGPHeiseiMincho-W3
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /JPN (Press 2400dpi, A4, Acrobat V5 \(PDF 1.4\), NO color management)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice


