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An RFID Protocol Secure against Server Impersonation Attack

Hirokazu Niwa Tsuyoshi Takagi Osamu Takahashi

Future University - Hakodate, School of System Information Science,
116-2, kamedanakano-cho, Hakodate, Hokkaido, 041-0806, Japan.

Abstract Previous RFID protocols provided security and privacy protection by updating the identifiers
of servers and tags in every authentication. An attack that results in desynchronization between a tag
and a server and an attack that impersonates a server by using the data stored in a tag have recently been
discussed. In this paper, we present a security protocol focused on data synchronization. We first highlight
the vulnerability to attacks that break synchronization in previous RFID security protocols. To address
this vulnerability, we present a new method that resynchronizes tags and servers and propose a protocol
using this method. Our protocol achieves all the important security requirements (indistinguishability,
backward untraceability, and resistance against tag spoofing) for an RFID system and provides data
synchronization.
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