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Enhancement of hard drive authentication that enables self-wipe
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Abstract It is fairly common to link a password for hard drive and result of PC user
authentication like user password or fingerprint authentication. When the user authentication
pass, PC set the password for hard drive which has stored in PC to hard drive, or when it fail,
the hard drive and/or PC cannot be used. However if a hard drive removed from PC, because
there is no link with user authentication anymore, and because hard drive authentication uses
password protection, it will be only protected by the password for hard drive after all. In this
paper, to solve the problem, we introduce an enhanced authentication method for hard drive or

solid state drive which works by itself.
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