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Abstract To save logs is important for lawsuits relating to information systems because the
logs can be used as evidence. However, storing all existing logs is not realistic due to
operational loads and costs. In addition, there is no law and rule about probative value of
logs. In contrast, 13 requirements to improve probative value of digital evidence were
presented in a previous work, and then we have studied both methods to satisfy
reasonability and stability of the 13 requirements. This paper shows a selecting method of
log sets and stability countermeasures by integrating the above methods. First, our method
fulfills reasonability by deciding necessary log sets. Next, the method selects appropriate
countermeasures in consideration of degree of each log attainment of stability requirements,

lost lawsuit probability, the amount of compensation and costs of countermeasures.
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