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A study of requirements for the information system

that collect logs as evidences of the information security incident

Fumihiko Magata Katsumi Takahashi

NTT Information Sharing Platform Laboratories, NTT Corporation
3-9-11 Midori-Cho Musashino-Shi Tokyo 180-8585 Japan

Abstract Necessary logs cannot be collected when a purpose of the log collection is vague. If a purpose
of the log is a evidence concerning the information security incident, the following matters are shown; the
phenomenons and logs that should be observed and recorded; the proof necessary facts and the description
elements of the log must be different according to the kind of incident and the standpoint of relevant party;
relation between the characteristics of information security, information processing process, event logs, and

status logs. And the requirements for the information system that collected logs are defined.
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