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Proposal of a Security Requirements Analysis Method based on "Actor Relationship
Matrix"
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Abstract. The ARM(Actor Relationship Matrix)is a descriptive method which is able to convert SD
diagram, and decrease comprehension of the i* framework that is a representative goal-oriented
approach. By extension of the ARM, we propose a Security requirements analysis method based on the
Actor Relationship Matrix (SARM). This is a method to analyze relationship between attacks and normal
system functions. The purpose of this method is to improve requirements analysis at system
development, then to realize secure system development by adding attackers for actors and by using
common criteria (ISO/IEC15408)which is International standard of security function.
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